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Executive Summary 

On 12 January 2023, the Cal-CSIC was made aware of threat actors attempting to exploit a recently 
patched critical vulnerability in Control Web Panel (CWP) that enables elevated privileges and remote 
code execution (RCE) via OS commands. Known as CVE-2022-44877, this vulnerability affects all versions 
of CWP software prior to the 0.9.8.1147 released. It was patched on 25 October 2022.1 

Background 

CWP is a popular for enterprise-based Linux systems and server administration tool. According to NIST, 
this vulnerability allows remote attackers to execute arbitrary OS commands via shell metacharacters in 
the login parameter. Numan Turle, a Gais Security researcher was credited with discovering and 
reporting the flaw to CWP developers. On 6 January 2023, exploitation of the flaw commenced following 
the release of a proof-of-concept (PoC).2 

Indicators of Compromise (IOC) 

• 206[.]189[.]170[.]136 
• 185[.]117[.]73[.]208 
• 157[.]230[.]62[.]113 
• 180[.]183[.]132[.]35 

Mitigation Recommendations 

The Cal-CSIC recommends organizations patch their systems according to CWP.  

 

Handling Caveat: This product Recipients can share TLP:CLEAR information with the world; there is no limit on 
disclosure. 

CWP RCE CVE-2022-44877 OS 

12 January 2023 
SITUATION REPORT 

https://control-webpanel.com/changelog#1669855527714-450fb335-6194
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Organization, Source, Reference, and Dissemination Information  

About the Cal-CSIC  California Government Code § 8586.5 established the California Cybersecurity Integration 
Center (Cal-CSIC) as the central organizing hub of state government’s cybersecurity activities, 
including information sharing, intelligence analysis, incident response, and overarching 
cybersecurity strategy. The Cal-CSIC is responsible for reducing the likelihood and severity of 
cyber incidents that could damage California’s economy, critical infrastructure, and public or 
private sector networks in our state. 

Customer Feedback  If you need further information about this issue contact the Cal-CSIC at our email address 
CalCSIC@caloes.ca.gov or by telephone at (833) REPORT-1. To help us identify ways to better 
assist you, please submit feedback here.  

Handling Caveats  Traffic Light Protocol (TLP): Recipients can share TLP:CLEAR information with the world; there 
is no limit on disclosure. 

Information Needs  HSEC 1.2; HSEC 1.3; HSEC 1.5; HSEC 1.10; STAC KIQ 1.1; KIQ 1.2; KIQ 1.5  

  

 

 

 

 

1 TheHackerNews; Ravie Lakshmanan; “Alert: Hackers Actively Exploiting Critical "Control Web Panel" RCE 
Vulnerability;” Accessed 12 January 2023; https://thehackernews.com/2023/01/alert-hackers-actively- 
exploiting.html; 12 January 2023;  
2 Github; “Centos Web Panel 7 Unauthenticated Remote Code Execution - CVE-2022-44877;” Accessed 12 January 
2023; https://gist.github.com/numanturle/c1e82c47f4cba24cff214e904c227386;  

https://forms.microsoft.com/Pages/ResponsePage.aspx?id=rmjy6zYwFEefacn9Dp3GuWNCMv9OR7BMmn8KkHpueUhUQklHVUdKRzlPMzgzQlEzRDRLMUtIRjY4Vy4u
https://thehackernews.com/2023/01/alert-hackers-actively-%20exploiting.html
https://thehackernews.com/2023/01/alert-hackers-actively-%20exploiting.html
https://gist.github.com/numanturle/c1e82c47f4cba24cff214e904c227386
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Kaufman, Linda

From: ODonnell, Patrick
Sent: Thursday, September 8, 2022 9:25 AM
To: Maruzzo, Marc
Subject: FW: Password Spraying Operation Targeting Colleges

Marc, 
Please add these to the block list. 
 

Patrick 
 

From: Omer Usmani <ousmani@CCCTECHCENTER.ORG>  
Sent: Thursday, September 8, 2022 9:07 AM 
To: ISAC@LISTSERV.CCCNEXT.NET 
Subject: Password Spraying Operation Targeting Colleges 
 

CAUTION: This email originated from outside your organization. Exercise caution when opening attachments or clicking 
links, especially from unknown senders. 

Hello, 
 
We have been notified of a large scale password spraying operation originating from the following IP addresses, affecting 
multiple colleges: 
 
 
107.175.238.250, 38.15.148.212, 107.172.238.14, 107.175.237.86, 192.210.195.29, 23.95.62.157, 107.175.237.75, 
104.144.89.192, 104.144.91.101, 23.250.95.119, 45.57.193.1, 209.127.39.120, 104.144.215.175, 45.57.235.88, 
209.127.17.123, 192.3.233.201, 104.144.191.188, 209.127.17.39, 209.127.76.40, 104.144.243.74, 104.144.6.186, 
45.39.72.62, 104.165.169.113, 104.165.127.52, 104.165.127.215, 104.165.127.44, 23.27.240.100, 23.230.167.168, 
23.230.167.72, 156.239.61.191, 156.239.61.89, 104.252.131.87, 104.227.51.20, 154.202.116.59, 104.252.131.215 
 

It is recommended to block all traffic from these IPs addresses. 
 

 

Thank you, 
Omer Usmani 
Security Analyst 
California Community Colleges Technology Center 
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To unsubscribe from the ISAC list, click the following link: 
https://LISTSERV.CCCNEXT.NET/scripts/wa‐CCCNEXT.exe?SUBED1=ISAC&A=1  

 
 
*** NOTICE *** This message was sent from an external sender and did not originate from Cerritos College. If you are 
unsure of the authenticity of the sender, DO NOT click any links or download any attachments. If you suspect this 
message is a phishing attempt, please FORWARD the Email to HelpDesk@cerritos.edu  
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Kaufman, Linda

From: ODonnell, Patrick
Sent: Wednesday, November 9, 2022 3:53 PM
To: Maruzzo, Marc
Subject: FW: Royal Ransomware IP's

Please add these. 
 
Patrick 
From: Omer Usmani <ousmani@CCCTECHCENTER.ORG>  
Sent: Wednesday, November 9, 2022 3:47 PM 
To: ISAC@LISTSERV.CCCNEXT.NET 
Subject: Royal Ransomware IP's 
 

CAUTION: This email originated from outside your organization. Exercise caution when opening attachments or clicking 
links, especially from unknown senders. 

Hello, 

 

Traffic from the following IP addresses have been associated with Royal ransomware attacks on education institutions. 
These should be blocked at the firewall: 
 

143.244.52.6 
104.238.205.53 
45.147.228.231 
 
It is likely these IP addresses will change as their attack strategy continues to develop.  

 

More information on the threat actor can be found here: https://www.bleepingcomputer.com/news/security/new-royal-
ransomware-emerges-in-multi-million-dollar-attacks/ 
 

 
--  
Thank you, 
Omer Usmani 
Security Analyst 
California Community Colleges Technology Center 
 

To unsubscribe from the ISAC list, click the following link: 
https://LISTSERV.CCCNEXT.NET/scripts/wa-CCCNEXT.exe?SUBED1=ISAC&A=1  
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*** NOTICE *** This message was sent from an external sender and did not originate from Cerritos College. If you are 
unsure of the authenticity of the sender, DO NOT click any links or download any attachments. If you suspect this 
message is a phishing attempt, please FORWARD the Email to HelpDesk@cerritos.edu  







From: Omer Usmani <ousmani@CCCTECHCENTER.ORG>  
Sent: Monday, September 12, 2022 12:54 PM 
To: ISAC@LISTSERV.CCCNEXT.NET 
Subject: Fwd: Malware IPs and Domains observed by MS-ISAC - 9/05/22 - 9/11/22 - TLP: GREEN 
 

CAUTION: This email originated from outside your organization. Exercise caution when opening 
attachments or clicking links, especially from unknown senders. 

 

---------- Forwarded message --------- 
From: MS-ISAC Advisory <MS-ISAC.Advisory@msisac.org> 
Date: Mon, Sep 12, 2022 at 11:16 AM 
Subject: Malware IPs and Domains observed by MS-ISAC - 9/05/22 - 9/11/22 - TLP: GREEN 
To: MS-ISAC CTI <Intel@cisecurity.org> 
Cc: MS-ISAC SOC <SOC@msisac.org> 
 

TLP: GREEN 

 

 

Attached to this email is a list of IP addresses and domains associated with malware observed 
by MS-ISAC from 9/05/22 - 9/11/22 using our monitoring services and submissions from the 
SLTT community.  

 

Recipients may only share TLP: GREEN information with peers and partner organizations 
within their sector or community, but not via publicly accessible channels. TLP: GREEN 
information may not be released outside of the community. 

 

This is a weekly list based on data collected from public organizations and government 
entities within the United States. It contains indicators of compromise related to malware 
observed from our monitoring services and files uploaded by our members to our online 
sandbox. If you are using this information in your network security devices, MS-ISAC 
recommends reviewing and removing old indicators from previous lists as they are no 
longer being logged by the MS-ISAC and may no longer be malicious. 

 

The spreadsheet contains five tabs with the following information: 

mailto:ousmani@CCCTECHCENTER.ORG
mailto:ISAC@LISTSERV.CCCNEXT.NET
mailto:MS-ISAC.Advisory@msisac.org
mailto:Intel@cisecurity.org
mailto:SOC@msisac.org


 

1. Malware IP 

 

IP ADDRESS - This is either the IP address that is attacking a system, or is the IP 
address the malware on an infected system is communicating with. 

LOG COUNT - This is the number of logged alerts generated for malicious traffic to or 
from the IP address. 

EVENT COUNT - This is the number of unique infections notified on by the MS-ISAC 
associated with malicious traffic to or from the IP address.  

COUNTRY, REGION, CITY - Location of the potentially malicious IP address. 

ISP - ISP or hosting provider for the IP address. 

ASSOCIATED THREAT - Malware type or activity associated with the infection. 

THREAT DESCRIPTION - Threat category associated with the malware. 

 

2. Malware Domains 

 

DOMAIN - This is the domain that is hosting malware. 

LOG COUNT - This is the number of logged alerts generated for malicious traffic 
involving the domain. 

EVENT COUNT - This is the number of unique infections notified on by the MS-ISAC 
associated with malicious traffic involving the domain.  

COUNTRY, REGION, CITY - Location of the domain. 

ISP - ISP or hosting provider for the domain. 

ASSOCIATED THREAT - Malware type or activity associated with the infection. 

THREAT DESCRIPTION - Threat category associated with the malware. 

 

3. Member Submitted Domains 



 

DOMAIN - This is the domain that is hosting malware. 

COUNTRY, REGION, CITY - Location of the domain. 

ISP - ISP or hosting provider for the domain. 

 

4. Clean – Unblock List - This section provides a list of previously reported IP 
addresses/domains, which were found to be clean within the last 4 weeks and no longer 
need to be blocked. 

 

MS-ISAC is sharing this information to provide better situational awareness to all partners. We 
recommend that the following actions be taken: 

• Consider blocking and alerting on these IP addresses and domains as reports have 
shown this to greatly reduce security incidents across our member networks. Note that 
some of the IP addresses may belong to legitimate organizations. 

• If any traffic is found on any of the tabs, then check the source host for signs of infection. 
Report any traffic seen to the MS-ISAC. 

• Note that an IP address can be associated with multiple legitimate domain names, 
especially for those belonging to a hosting provider. 

• Note that a domain can be associated with multiple IP addresses, especially for those 
utilizing fast flux DNS or cloud hosting.  

 

Getting these lists in an automated format: 

 

The MS-ISAC has actively transitioned from our old indicator sharing infrastructure to new 
infrastructure with enhanced capabilities. Known and confirmed member IPs/ranges have 
already been ported over to the new infrastructure and whitelisted. If you would like to automate 
ingestion of these into your environment, please reach out to OperationsSupport@cisecurity.org 
with your external IP/CIDR information. 

 

Landing Page: http://cti-lists.cisecurity.org/ 

Directory Listing: https://cti-lists.cisecurity.org/lists/ 

mailto:OperationsSupport@cisecurity.org
http://cti-lists.cisecurity.org/
https://cti-lists.cisecurity.org/lists/


 

Malicious Domains - Direct Link: https://cti-lists.cisecurity.org/lists/domains.txt 

Malicious IPs - Direct Link: https://cti-lists.cisecurity.org/lists/IPs.txt 

 

In response to requests from members to compile and share potentially malicious IPs and 
domains scanning due to the recent conflict in Ukraine, the MS-ISAC has compiled information 
from our own collection and merged them with indicators from trusted third parties. The 
indicators have been made them available via our CTI Lists service here: 

 

https://cti-lists.cisecurity.org/lists/Russian_Scanning_IPs.txt 

 

The MS-ISAC intends to keep the lists updated daily as new indicators are observed.  

 

In addition to the above lists, the MS-ISAC has begun making available IOCs which come 
directly from our Threat Intelligence Platform. Currently, the IOCs provided are IPv4; over time, 
we’ll add hashes and other IOCs to help protect SLTT environments. 

 

https://cti-lists.cisecurity.org/lists/MS_ISAC_Collection_IPs.txt 

https://cti-lists.cisecurity.org/lists/MS_ISAC_Collection_Domains.txt 

https://cti-lists.cisecurity.org/lists/MS_ISAC_Collection_Hashes.txt 

https://cti-lists.cisecurity.org/lists/MS_ISAC_Collection_Emails.txt 

 

 

The MS-ISAC intends to keep the lists updated daily as new indicators are observed.  

 

 

https://cti-lists.cisecurity.org/lists/domains.txt
https://cti-lists.cisecurity.org/lists/IPs.txt
https://cti-lists.cisecurity.org/lists/Russian_Scanning_IPs.txt
https://cti-lists.cisecurity.org/lists/MS_ISAC_Collection_IPs.txt
https://cti-lists.cisecurity.org/lists/MS_ISAC_Collection_Domains.txt
https://cti-lists.cisecurity.org/lists/MS_ISAC_Collection_Domains.txt
https://cti-lists.cisecurity.org/lists/MS_ISAC_Collection_Emails.txt


Note: If you have already signed up and are receiving a 403 error when accessing the above 
links, check your with your internet-facing IP/CIDR info and email it to us 
OperationsSupport@cisecurity.org. 

 

Connecting to the MS-ISAC STIX/TAXII Feed: 

 

These same indicators are included in our STIX/TAXII feed (along with other curated indicators). 
If you’re able to ingest a STIX/TAXII fee, contact the MS-ISAC at 
OperationsSupport@cisecurity.org. A member of this team will walk you through the steps in 
setting up access to the MS-ISAC feed to begin receiving data.  

 

Please feel free to contact MS-ISAC if you have any questions or need any additional 
assistance. We can assist by performing a variety of incident response services including log 
analysis, malware analysis, computer forensics, development of a mitigation and recovery 
strategy as well as network and application vulnerability scanning. 

 

If you have any questions, comments or need additional information, please contact us at 1-
866-787-4722 or email us at soc@cisecurity.org. 

 

Multi-State Information Sharing and Analysis Center (MS-ISAC) 

Elections Infrastructure Information Sharing and Analysis Center (EI-ISAC) 

31 Tech Valley Drive 

East Greenbush, NY 12061 

 

24x7 Security Operations Center 

SOC@cisecurity.org - 1-866-787-4722 

 

mailto:OperationsSupport@cisecurity.org
mailto:OperationsSupport@cisecurity.org
mailto:soc@cisecurity.org
mailto:SOC@cisecurity.org
https://www.cisecurity.org/isac/


 

 

TLP: GREEN 

https://www.cisa.gov/tlp  

Recipients may share TLP:GREEN information with peers and partner organizations within their sector or community, 
but not via publicly accessible channels. Information in this category can be circulated widely within a particular 
community. Do not release TLP:GREEN information outside of the community. 

 

Please send all opt out requests to info@cisecurity.org.  

 

This message and attachments may contain confidential information. If it appears that this message was sent to you 
by mistake, any retention, dissemination, distribution or copying of this message and attachments is strictly 
prohibited. Please notify the sender immediately and permanently delete the message and any attachments. 

 

This message and attachments may contain confidential information. If it appears that this message was 
sent to you by mistake, any retention, dissemination, distribution or copying of this message and 
attachments is strictly prohibited. Please notify the sender immediately and permanently delete the 
message and any attachments.  
 
. . . . . 
 

 

To unsubscribe from the ISAC list, click the following link: 
https://LISTSERV.CCCNEXT.NET/scripts/wa-CCCNEXT.exe?SUBED1=ISAC&A=1  

 
 
*** NOTICE *** This message was sent from an external sender and did not originate from Cerritos 
College. If you are unsure of the authenticity of the sender, DO NOT click any links or download any 
attachments. If you suspect this message is a phishing attempt, please FORWARD the Email to 
HelpDesk@cerritos.edu  
 

https://www.cisa.gov/tlp
mailto:info@cisecurity.org
https://listserv.cccnext.net/scripts/wa-CCCNEXT.exe?SUBED1=ISAC&A=1
mailto:HelpDesk@cerritos.edu
https://www.linkedin.com/company/the-center-for-internet-security/
https://twitter.com/CISecurity
https://www.facebook.com/CenterforIntSec
https://www.youtube.com/user/TheCISecurity
https://www.instagram.com/cisecurity


From: Omer Usmani <ousmani@CCCTECHCENTER.ORG>  
Sent: Tuesday, September 6, 2022 12:14 PM 
To: ISAC@LISTSERV.CCCNEXT.NET 
Subject: Fwd: Malware IPs and Domains observed by MS-ISAC - 8/29/22 - 9/04/22 - TLP: GREEN 
 

CAUTION: This email originated from outside your organization. Exercise caution when opening 
attachments or clicking links, especially from unknown senders. 

 

---------- Forwarded message --------- 
From: MS-ISAC Advisory <MS-ISAC.Advisory@msisac.org> 
Date: Tue, Sep 6, 2022 at 11:26 AM 
Subject: Malware IPs and Domains observed by MS-ISAC - 8/29/22 - 9/04/22 - TLP: GREEN 
To: MS-ISAC CTI <Intel@cisecurity.org> 
Cc: MS-ISAC SOC <SOC@msisac.org> 
 

TLP: GREEN 

 

 

Attached to this email is a list of IP addresses and domains associated with malware observed 
by MS-ISAC from 8/29/22 - 9/04/22 using our monitoring services and submissions from the 
SLTT community.  

 

Recipients may only share TLP: GREEN information with peers and partner organizations 
within their sector or community, but not via publicly accessible channels. TLP: GREEN 
information may not be released outside of the community. 

 

This is a weekly list based on data collected from public organizations and government 
entities within the United States. It contains indicators of compromise related to malware 
observed from our monitoring services and files uploaded by our members to our online 
sandbox. If you are using this information in your network security devices, MS-ISAC 
recommends reviewing and removing old indicators from previous lists as they are no 
longer being logged by the MS-ISAC and may no longer be malicious. 

 

The spreadsheet contains five tabs with the following information: 

mailto:ousmani@CCCTECHCENTER.ORG
mailto:ISAC@LISTSERV.CCCNEXT.NET
mailto:MS-ISAC.Advisory@msisac.org
mailto:Intel@cisecurity.org
mailto:SOC@msisac.org


 

1. Malware IP 

 

IP ADDRESS - This is either the IP address that is attacking a system, or is the IP 
address the malware on an infected system is communicating with. 

LOG COUNT - This is the number of logged alerts generated for malicious traffic to or 
from the IP address. 

EVENT COUNT - This is the number of unique infections notified on by the MS-ISAC 
associated with malicious traffic to or from the IP address.  

COUNTRY, REGION, CITY - Location of the potentially malicious IP address. 

ISP - ISP or hosting provider for the IP address. 

ASSOCIATED THREAT - Malware type or activity associated with the infection. 

THREAT DESCRIPTION - Threat category associated with the malware. 

 

2. Malware Domains 

 

DOMAIN - This is the domain that is hosting malware. 

LOG COUNT - This is the number of logged alerts generated for malicious traffic 
involving the domain. 

EVENT COUNT - This is the number of unique infections notified on by the MS-ISAC 
associated with malicious traffic involving the domain.  

COUNTRY, REGION, CITY - Location of the domain. 

ISP - ISP or hosting provider for the domain. 

ASSOCIATED THREAT - Malware type or activity associated with the infection. 

THREAT DESCRIPTION - Threat category associated with the malware. 

 

3. Member Submitted Domains 



 

DOMAIN - This is the domain that is hosting malware. 

COUNTRY, REGION, CITY - Location of the domain. 

ISP - ISP or hosting provider for the domain. 

 

4. Clean – Unblock List - This section provides a list of previously reported IP 
addresses/domains, which were found to be clean within the last 4 weeks and no longer 
need to be blocked. 

 

MS-ISAC is sharing this information to provide better situational awareness to all partners. We 
recommend that the following actions be taken: 

• Consider blocking and alerting on these IP addresses and domains as reports have 
shown this to greatly reduce security incidents across our member networks. Note that 
some of the IP addresses may belong to legitimate organizations. 

• If any traffic is found on any of the tabs, then check the source host for signs of infection. 
Report any traffic seen to the MS-ISAC. 

• Note that an IP address can be associated with multiple legitimate domain names, 
especially for those belonging to a hosting provider. 

• Note that a domain can be associated with multiple IP addresses, especially for those 
utilizing fast flux DNS or cloud hosting.  

 

Getting these lists in an automated format: 

 

The MS-ISAC has actively transitioned from our old indicator sharing infrastructure to new 
infrastructure with enhanced capabilities. Known and confirmed member IPs/ranges have 
already been ported over to the new infrastructure and whitelisted. If you would like to automate 
ingestion of these into your environment, please reach out to OperationsSupport@cisecurity.org 
with your external IP/CIDR information. 

 

Landing Page: http://cti-lists.cisecurity.org/ 

Directory Listing: https://cti-lists.cisecurity.org/lists/ 

mailto:OperationsSupport@cisecurity.org
http://cti-lists.cisecurity.org/
https://cti-lists.cisecurity.org/lists/


 

Malicious Domains - Direct Link: https://cti-lists.cisecurity.org/lists/domains.txt 

Malicious IPs - Direct Link: https://cti-lists.cisecurity.org/lists/IPs.txt 

 

In response to requests from members to compile and share potentially malicious IPs and 
domains scanning due to the recent conflict in Ukraine, the MS-ISAC has compiled information 
from our own collection and merged them with indicators from trusted third parties. The 
indicators have been made them available via our CTI Lists service here: 

 

https://cti-lists.cisecurity.org/lists/Russian_Scanning_IPs.txt 

 

The MS-ISAC intends to keep the lists updated daily as new indicators are observed.  

 

In addition to the above lists, the MS-ISAC has begun making available IOCs which come 
directly from our Threat Intelligence Platform. Currently, the IOCs provided are IPv4; over time, 
we’ll add hashes and other IOCs to help protect SLTT environments. 

 

https://cti-lists.cisecurity.org/lists/MS_ISAC_Collection_IPs.txt 

https://cti-lists.cisecurity.org/lists/MS_ISAC_Collection_Domains.txt 

https://cti-lists.cisecurity.org/lists/MS_ISAC_Collection_Hashes.txt 

 

 

The MS-ISAC intends to keep the lists updated daily as new indicators are observed.  

 

 

https://cti-lists.cisecurity.org/lists/domains.txt
https://cti-lists.cisecurity.org/lists/IPs.txt
https://cti-lists.cisecurity.org/lists/Russian_Scanning_IPs.txt
https://cti-lists.cisecurity.org/lists/MS_ISAC_Collection_IPs.txt
https://cti-lists.cisecurity.org/lists/MS_ISAC_Collection_Domains.txt
https://cti-lists.cisecurity.org/lists/MS_ISAC_Collection_Domains.txt


Note: If you have already signed up and are receiving a 403 error when accessing the above 
links, check your with your internet-facing IP/CIDR info and email it to us 
OperationsSupport@cisecurity.org. 

 

Connecting to the MS-ISAC STIX/TAXII Feed: 

 

These same indicators are included in our STIX/TAXII feed (along with other curated indicators). 
If you’re able to ingest a STIX/TAXII fee, contact the MS-ISAC at 
OperationsSupport@cisecurity.org. A member of this team will walk you through the steps in 
setting up access to the MS-ISAC feed to begin receiving data.  

 

Please feel free to contact MS-ISAC if you have any questions or need any additional 
assistance. We can assist by performing a variety of incident response services including log 
analysis, malware analysis, computer forensics, development of a mitigation and recovery 
strategy as well as network and application vulnerability scanning. 

 

If you have any questions, comments or need additional information, please contact us at 1-
866-787-4722 or email us at soc@cisecurity.org. 

 

Multi-State Information Sharing and Analysis Center (MS-ISAC) 

Elections Infrastructure Information Sharing and Analysis Center (EI-ISAC) 

31 Tech Valley Drive 

East Greenbush, NY 12061 

 

24x7 Security Operations Center 

SOC@cisecurity.org - 1-866-787-4722 

 

mailto:OperationsSupport@cisecurity.org
mailto:OperationsSupport@cisecurity.org
mailto:soc@cisecurity.org
mailto:SOC@cisecurity.org
https://www.cisecurity.org/isac/


 

 

TLP: GREEN 

https://www.cisa.gov/tlp  

Recipients may share TLP:GREEN information with peers and partner organizations within their sector or community, 
but not via publicly accessible channels. Information in this category can be circulated widely within a particular 
community. Do not release TLP:GREEN information outside of the community. 

 

Please send all opt out requests to info@cisecurity.org.  

 

This message and attachments may contain confidential information. If it appears that this message was sent to you 
by mistake, any retention, dissemination, distribution or copying of this message and attachments is strictly 
prohibited. Please notify the sender immediately and permanently delete the message and any attachments. 

 

This message and attachments may contain confidential information. If it appears that this message was 
sent to you by mistake, any retention, dissemination, distribution or copying of this message and 
attachments is strictly prohibited. Please notify the sender immediately and permanently delete the 
message and any attachments.  
 
. . . . . 
 

 

To unsubscribe from the ISAC list, click the following link: 
https://LISTSERV.CCCNEXT.NET/scripts/wa-CCCNEXT.exe?SUBED1=ISAC&A=1  

 
 
*** NOTICE *** This message was sent from an external sender and did not originate from Cerritos 
College. If you are unsure of the authenticity of the sender, DO NOT click any links or download any 
attachments. If you suspect this message is a phishing attempt, please FORWARD the Email to 
HelpDesk@cerritos.edu  
 

https://www.cisa.gov/tlp
mailto:info@cisecurity.org
https://listserv.cccnext.net/scripts/wa-CCCNEXT.exe?SUBED1=ISAC&A=1
mailto:HelpDesk@cerritos.edu
https://www.linkedin.com/company/the-center-for-internet-security/
https://twitter.com/CISecurity
https://www.facebook.com/CenterforIntSec
https://www.youtube.com/user/TheCISecurity
https://www.instagram.com/cisecurity


From: Omer Usmani <ousmani@CCCTECHCENTER.ORG>  
Sent: Monday, August 22, 2022 11:39 AM 
To: ISAC@LISTSERV.CCCNEXT.NET 
Subject: Fwd: Malware IPs and Domains observed by MS-ISAC - 8/15/22 - 8/21/22 - TLP: GREEN 
 

CAUTION: This email originated from outside your organization. Exercise caution when opening 
attachments or clicking links, especially from unknown senders. 

 

---------- Forwarded message --------- 
From: MS-ISAC Advisory <MS-ISAC.Advisory@msisac.org> 
Date: Mon, Aug 22, 2022 at 11:24 AM 
Subject: Malware IPs and Domains observed by MS-ISAC - 8/15/22 - 8/21/22 - TLP: GREEN 
To: MS-ISAC CTI <Intel@cisecurity.org> 
Cc: MS-ISAC SOC <SOC@msisac.org> 
 

TLP: GREEN 

 

 

Attached to this email is a list of IP addresses and domains associated with malware observed 
by MS-ISAC from 8/15/22 - 8/21/22 using our monitoring services and submissions from the 
SLTT community.  

 

Recipients may only share TLP: GREEN information with peers and partner organizations 
within their sector or community, but not via publicly accessible channels. TLP: GREEN 
information may not be released outside of the community. 

 

This is a weekly list based on data collected from public organizations and government 
entities within the United States. It contains indicators of compromise related to malware 
observed from our monitoring services and files uploaded by our members to our online 
sandbox. If you are using this information in your network security devices, MS-ISAC 
recommends reviewing and removing old indicators from previous lists as they are no 
longer being logged by the MS-ISAC and may no longer be malicious. 

 

The spreadsheet contains five tabs with the following information: 

mailto:ousmani@CCCTECHCENTER.ORG
mailto:ISAC@LISTSERV.CCCNEXT.NET
mailto:MS-ISAC.Advisory@msisac.org
mailto:Intel@cisecurity.org
mailto:SOC@msisac.org


 

1. Malware IP 

 

IP ADDRESS - This is either the IP address that is attacking a system, or is the IP 
address the malware on an infected system is communicating with. 

LOG COUNT - This is the number of logged alerts generated for malicious traffic to or 
from the IP address. 

EVENT COUNT - This is the number of unique infections notified on by the MS-ISAC 
associated with malicious traffic to or from the IP address.  

COUNTRY, REGION, CITY - Location of the potentially malicious IP address. 

ISP - ISP or hosting provider for the IP address. 

ASSOCIATED THREAT - Malware type or activity associated with the infection. 

THREAT DESCRIPTION - Threat category associated with the malware. 

 

2. Malware Domains 

 

DOMAIN - This is the domain that is hosting malware. 

LOG COUNT - This is the number of logged alerts generated for malicious traffic 
involving the domain. 

EVENT COUNT - This is the number of unique infections notified on by the MS-ISAC 
associated with malicious traffic involving the domain.  

COUNTRY, REGION, CITY - Location of the domain. 

ISP - ISP or hosting provider for the domain. 

ASSOCIATED THREAT - Malware type or activity associated with the infection. 

THREAT DESCRIPTION - Threat category associated with the malware. 

 

3. Member Submitted Domains 



 

DOMAIN - This is the domain that is hosting malware. 

COUNTRY, REGION, CITY - Location of the domain. 

ISP - ISP or hosting provider for the domain. 

 

4. Clean – Unblock List - This section provides a list of previously reported IP 
addresses/domains, which were found to be clean within the last 4 weeks and no longer 
need to be blocked. 

 

MS-ISAC is sharing this information to provide better situational awareness to all partners. We 
recommend that the following actions be taken: 

• Consider blocking and alerting on these IP addresses and domains as reports have 
shown this to greatly reduce security incidents across our member networks. Note that 
some of the IP addresses may belong to legitimate organizations. 

• If any traffic is found on any of the tabs, then check the source host for signs of infection. 
Report any traffic seen to the MS-ISAC. 

• Note that an IP address can be associated with multiple legitimate domain names, 
especially for those belonging to a hosting provider. 

• Note that a domain can be associated with multiple IP addresses, especially for those 
utilizing fast flux DNS or cloud hosting.  

 

Getting these lists in an automated format: 

 

The MS-ISAC has actively transitioned from our old indicator sharing infrastructure to new 
infrastructure with enhanced capabilities. Known and confirmed member IPs/ranges have 
already been ported over to the new infrastructure and whitelisted. If you would like to automate 
ingestion of these into your environment, please reach out to OperationsSupport@cisecurity.org 
with your external IP/CIDR information. 

 

Landing Page: http://cti-lists.cisecurity.org/ 

Directory Listing: https://cti-lists.cisecurity.org/lists/ 

mailto:OperationsSupport@cisecurity.org
http://cti-lists.cisecurity.org/
https://cti-lists.cisecurity.org/lists/


 

Malicious Domains - Direct Link: https://cti-lists.cisecurity.org/lists/domains.txt 

Malicious IPs - Direct Link: https://cti-lists.cisecurity.org/lists/IPs.txt 

 

In response to requests from members to compile and share potentially malicious IPs and 
domains scanning due to the recent conflict in Ukraine, the MS-ISAC has compiled information 
from our own collection and merged them with indicators from trusted third parties. The 
indicators have been made them available via our CTI Lists service here: 

 

https://cti-lists.cisecurity.org/lists/Russian_Scanning_IPs.txt 

 

The MS-ISAC intends to keep the lists updated daily as new indicators are observed.  

 

In addition to the above lists, the MS-ISAC has begun making available IOCs which come 
directly from our Threat Intelligence Platform. Currently, the IOCs provided are IPv4; over time, 
we’ll add hashes and other IOCs to help protect SLTT environments. 

 

https://cti-lists.cisecurity.org/lists/MS_ISAC_Collection_IPs.txt 

https://cti-lists.cisecurity.org/lists/MS_ISAC_Collection_Domains.txt 

https://cti-lists.cisecurity.org/lists/MS_ISAC_Collection_Hashes.txt 

https://cti-lists.cisecurity.org/lists/MS_ISAC_Collection_Emails.txt 

 

 

The MS-ISAC intends to keep the lists updated daily as new indicators are observed.  

 

 

https://cti-lists.cisecurity.org/lists/domains.txt
https://cti-lists.cisecurity.org/lists/IPs.txt
https://cti-lists.cisecurity.org/lists/Russian_Scanning_IPs.txt
https://cti-lists.cisecurity.org/lists/MS_ISAC_Collection_IPs.txt
https://cti-lists.cisecurity.org/lists/MS_ISAC_Collection_Domains.txt
https://cti-lists.cisecurity.org/lists/MS_ISAC_Collection_Hashes.txt
https://cti-lists.cisecurity.org/lists/MS_ISAC_Collection_Emails.txt


Note: If you have already signed up and are receiving a 403 error when accessing the above 
links, check your with your internet-facing IP/CIDR info and email it to us 
OperationsSupport@cisecurity.org. 

 

Connecting to the MS-ISAC STIX/TAXII Feed: 

 

These same indicators are included in our STIX/TAXII feed (along with other curated indicators). 
If you’re able to ingest a STIX/TAXII fee, contact the MS-ISAC at 
OperationsSupport@cisecurity.org. A member of this team will walk you through the steps in 
setting up access to the MS-ISAC feed to begin receiving data.  

 

Please feel free to contact MS-ISAC if you have any questions or need any additional 
assistance. We can assist by performing a variety of incident response services including log 
analysis, malware analysis, computer forensics, development of a mitigation and recovery 
strategy as well as network and application vulnerability scanning. 

 

If you have any questions, comments or need additional information, please contact us at 1-
866-787-4722 or email us at soc@cisecurity.org. 

 

Multi-State Information Sharing and Analysis Center (MS-ISAC) 

Elections Infrastructure Information Sharing and Analysis Center (EI-ISAC) 

31 Tech Valley Drive 

East Greenbush, NY 12061 

 

24x7 Security Operations Center 

SOC@cisecurity.org - 1-866-787-4722 

 

 

 

mailto:OperationsSupport@cisecurity.org
mailto:OperationsSupport@cisecurity.org
mailto:soc@cisecurity.org
mailto:SOC@cisecurity.org


TLP: GREEN 

https://www.cisa.gov/tlp  

Recipients may share TLP:GREEN information with peers and partner organizations within their sector or community, 
but not via publicly accessible channels. Information in this category can be circulated widely within a particular 
community. Do not release TLP:GREEN information outside of the community. 

 

Please send all opt out requests to info@cisecurity.org.  

 

This message and attachments may contain confidential information. If it appears that this message was sent to you 
by mistake, any retention, dissemination, distribution or copying of this message and attachments is strictly 
prohibited. Please notify the sender immediately and permanently delete the message and any attachments. 

 

This message and attachments may contain confidential information. If it appears that this message was 
sent to you by mistake, any retention, dissemination, distribution or copying of this message and 
attachments is strictly prohibited. Please notify the sender immediately and permanently delete the 
message and any attachments.  
 
. . . . . 
 

 

To unsubscribe from the ISAC list, click the following link: 
https://LISTSERV.CCCNEXT.NET/scripts/wa-CCCNEXT.exe?SUBED1=ISAC&A=1  

 
 
*** NOTICE *** This message was sent from an external sender and did not originate from Cerritos 
College. If you are unsure of the authenticity of the sender, DO NOT click any links or download any 
attachments. If you suspect this message is a phishing attempt, please FORWARD the Email to 
HelpDesk@cerritos.edu  
 

https://www.cisa.gov/tlp
mailto:info@cisecurity.org
https://listserv.cccnext.net/scripts/wa-CCCNEXT.exe?SUBED1=ISAC&A=1
mailto:HelpDesk@cerritos.edu


From: Omer Usmani <ousmani@CCCTECHCENTER.ORG>  
Sent: Monday, August 15, 2022 11:40 AM 
To: ISAC@LISTSERV.CCCNEXT.NET 
Subject: Fwd: Malware IPs and Domains observed by MS-ISAC - 8/08/22 - 8/14/22 - TLP: GREEN 
 

CAUTION: This email originated from outside your organization. Exercise caution when opening 
attachments or clicking links, especially from unknown senders. 

 

---------- Forwarded message --------- 
From: MS-ISAC Advisory <MS-ISAC.Advisory@msisac.org> 
Date: Mon, Aug 15, 2022 at 11:08 AM 
Subject: Malware IPs and Domains observed by MS-ISAC - 8/08/22 - 8/14/22 - TLP: GREEN 
To: MS-ISAC CTI <Intel@cisecurity.org> 
Cc: MS-ISAC SOC <SOC@msisac.org> 
 

TLP: GREEN 

 

 

Attached to this email is a list of IP addresses and domains associated with malware observed 
by MS-ISAC from 8/08/22 - 8/14/22 using our monitoring services and submissions from the 
SLTT community.  

 

Recipients may only share TLP: GREEN information with peers and partner organizations 
within their sector or community, but not via publicly accessible channels. TLP: GREEN 
information may not be released outside of the community. 

 

This is a weekly list based on data collected from public organizations and government 
entities within the United States. It contains indicators of compromise related to malware 
observed from our monitoring services and files uploaded by our members to our online 
sandbox. If you are using this information in your network security devices, MS-ISAC 
recommends reviewing and removing old indicators from previous lists as they are no 
longer being logged by the MS-ISAC and may no longer be malicious. 

 

The spreadsheet contains five tabs with the following information: 

mailto:ousmani@CCCTECHCENTER.ORG
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1. Malware IP 

 

IP ADDRESS - This is either the IP address that is attacking a system, or is the IP 
address the malware on an infected system is communicating with. 

LOG COUNT - This is the number of logged alerts generated for malicious traffic to or 
from the IP address. 

EVENT COUNT - This is the number of unique infections notified on by the MS-ISAC 
associated with malicious traffic to or from the IP address.  

COUNTRY, REGION, CITY - Location of the potentially malicious IP address. 

ISP - ISP or hosting provider for the IP address. 

ASSOCIATED THREAT - Malware type or activity associated with the infection. 

THREAT DESCRIPTION - Threat category associated with the malware. 

 

2. Malware Domains 

 

DOMAIN - This is the domain that is hosting malware. 

LOG COUNT - This is the number of logged alerts generated for malicious traffic 
involving the domain. 

EVENT COUNT - This is the number of unique infections notified on by the MS-ISAC 
associated with malicious traffic involving the domain.  

COUNTRY, REGION, CITY - Location of the domain. 

ISP - ISP or hosting provider for the domain. 

ASSOCIATED THREAT - Malware type or activity associated with the infection. 

THREAT DESCRIPTION - Threat category associated with the malware. 

 

3. Member Submitted Domains 



 

DOMAIN - This is the domain that is hosting malware. 

COUNTRY, REGION, CITY - Location of the domain. 

ISP - ISP or hosting provider for the domain. 

 

4. Clean – Unblock List - This section provides a list of previously reported IP 
addresses/domains, which were found to be clean within the last 4 weeks and no longer 
need to be blocked. 

 

MS-ISAC is sharing this information to provide better situational awareness to all partners. We 
recommend that the following actions be taken: 

• Consider blocking and alerting on these IP addresses and domains as reports have 
shown this to greatly reduce security incidents across our member networks. Note that 
some of the IP addresses may belong to legitimate organizations. 

• If any traffic is found on any of the tabs, then check the source host for signs of infection. 
Report any traffic seen to the MS-ISAC. 

• Note that an IP address can be associated with multiple legitimate domain names, 
especially for those belonging to a hosting provider. 

• Note that a domain can be associated with multiple IP addresses, especially for those 
utilizing fast flux DNS or cloud hosting.  

 

Getting these lists in an automated format: 

 

The MS-ISAC has actively transitioned from our old indicator sharing infrastructure to new 
infrastructure with enhanced capabilities. Known and confirmed member IPs/ranges have 
already been ported over to the new infrastructure and whitelisted. If you would like to automate 
ingestion of these into your environment, please reach out to OperationsSupport@cisecurity.org 
with your external IP/CIDR information. 

 

Landing Page: http://cti-lists.cisecurity.org/ 

Directory Listing: https://cti-lists.cisecurity.org/lists/ 

mailto:OperationsSupport@cisecurity.org
http://cti-lists.cisecurity.org/
https://cti-lists.cisecurity.org/lists/


 

Malicious Domains - Direct Link: https://cti-lists.cisecurity.org/lists/domains.txt 

Malicious IPs - Direct Link: https://cti-lists.cisecurity.org/lists/IPs.txt 

 

In response to requests from members to compile and share potentially malicious IPs and 
domains scanning due to the recent conflict in Ukraine, the MS-ISAC has compiled information 
from our own collection and merged them with indicators from trusted third parties. The 
indicators have been made them available via our CTI Lists service here: 

 

https://cti-lists.cisecurity.org/lists/Russian_Scanning_IPs.txt 

 

The MS-ISAC intends to keep the lists updated daily as new indicators are observed.  

 

In addition to the above lists, the MS-ISAC has begun making available IOCs which come 
directly from our Threat Intelligence Platform. Currently, the IOCs provided are IPv4; over time, 
we’ll add hashes and other IOCs to help protect SLTT environments. 

 

https://cti-lists.cisecurity.org/lists/MS_ISAC_Collection_IPs.txt 

https://cti-lists.cisecurity.org/lists/MS_ISAC_Collection_Domains.txt 

https://cti-lists.cisecurity.org/lists/MS_ISAC_Collection_Hashes.txt 

 

 

The MS-ISAC intends to keep the lists updated daily as new indicators are observed.  

 

 

https://cti-lists.cisecurity.org/lists/domains.txt
https://cti-lists.cisecurity.org/lists/IPs.txt
https://cti-lists.cisecurity.org/lists/Russian_Scanning_IPs.txt
https://cti-lists.cisecurity.org/lists/MS_ISAC_Collection_IPs.txt
https://cti-lists.cisecurity.org/lists/MS_ISAC_Collection_Domains.txt
https://cti-lists.cisecurity.org/lists/MS_ISAC_Collection_Hashes.txt


Note: If you have already signed up and are receiving a 403 error when accessing the above 
links, check your with your internet-facing IP/CIDR info and email it to us 
OperationsSupport@cisecurity.org. 

 

Connecting to the MS-ISAC STIX/TAXII Feed: 

 

These same indicators are included in our STIX/TAXII feed (along with other curated indicators). 
If you’re able to ingest a STIX/TAXII fee, contact the MS-ISAC at 
OperationsSupport@cisecurity.org. A member of this team will walk you through the steps in 
setting up access to the MS-ISAC feed to begin receiving data.  

 

Please feel free to contact MS-ISAC if you have any questions or need any additional 
assistance. We can assist by performing a variety of incident response services including log 
analysis, malware analysis, computer forensics, development of a mitigation and recovery 
strategy as well as network and application vulnerability scanning. 

 

If you have any questions, comments or need additional information, please contact us at 1-
866-787-4722 or email us at soc@cisecurity.org. 

 

Multi-State Information Sharing and Analysis Center (MS-ISAC) 

Elections Infrastructure Information Sharing and Analysis Center (EI-ISAC) 

31 Tech Valley Drive 

East Greenbush, NY 12061 

 

24x7 Security Operations Center 

SOC@cisecurity.org - 1-866-787-4722 

 

 

 

mailto:OperationsSupport@cisecurity.org
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TLP: GREEN 

https://www.cisa.gov/tlp  

Recipients may share TLP:GREEN information with peers and partner organizations within their sector or community, 
but not via publicly accessible channels. Information in this category can be circulated widely within a particular 
community. Do not release TLP:GREEN information outside of the community. 

 

Please send all opt out requests to info@cisecurity.org.  

 

This message and attachments may contain confidential information. If it appears that this message was sent to you 
by mistake, any retention, dissemination, distribution or copying of this message and attachments is strictly 
prohibited. Please notify the sender immediately and permanently delete the message and any attachments. 

 

This message and attachments may contain confidential information. If it appears that this message was 
sent to you by mistake, any retention, dissemination, distribution or copying of this message and 
attachments is strictly prohibited. Please notify the sender immediately and permanently delete the 
message and any attachments.  
 
. . . . . 
 

 

To unsubscribe from the ISAC list, click the following link: 
https://LISTSERV.CCCNEXT.NET/scripts/wa-CCCNEXT.exe?SUBED1=ISAC&A=1  

 
 
*** NOTICE *** This message was sent from an external sender and did not originate from Cerritos 
College. If you are unsure of the authenticity of the sender, DO NOT click any links or download any 
attachments. If you suspect this message is a phishing attempt, please FORWARD the Email to 
HelpDesk@cerritos.edu  
 

https://www.cisa.gov/tlp
mailto:info@cisecurity.org
https://listserv.cccnext.net/scripts/wa-CCCNEXT.exe?SUBED1=ISAC&A=1
mailto:HelpDesk@cerritos.edu


 
From: Omer Usmani <ousmani@CCCTECHCENTER.ORG>  
Sent: Monday, August 8, 2022 11:54 AM 
To: ISAC@LISTSERV.CCCNEXT.NET 
Subject: Fwd: Malware IPs and Domains observed by MS-ISAC - 8/01/22 - 8/07/22 - TLP: GREEN 
 

CAUTION: This email originated from outside your organization. Exercise caution when opening 
attachments or clicking links, especially from unknown senders. 

 

---------- Forwarded message --------- 
From: MS-ISAC Advisory <MS-ISAC.Advisory@msisac.org> 
Date: Mon, Aug 8, 2022 at 11:21 AM 
Subject: Malware IPs and Domains observed by MS-ISAC - 8/01/22 - 8/07/22 - TLP: GREEN 
To: MS-ISAC CTI <Intel@cisecurity.org> 
Cc: MS-ISAC SOC <SOC@msisac.org> 
 

TLP: GREEN 

 

 

Attached to this email is a list of IP addresses and domains associated with malware observed 
by MS-ISAC from 8/01/22 - 8/07/22 using our monitoring services and submissions from the 
SLTT community.  

 

Recipients may only share TLP: GREEN information with peers and partner organizations 
within their sector or community, but not via publicly accessible channels. TLP: GREEN 
information may not be released outside of the community. 

 

This is a weekly list based on data collected from public organizations and government 
entities within the United States. It contains indicators of compromise related to malware 
observed from our monitoring services and files uploaded by our members to our online 
sandbox. If you are using this information in your network security devices, MS-ISAC 
recommends reviewing and removing old indicators from previous lists as they are no 
longer being logged by the MS-ISAC and may no longer be malicious. 

 

The spreadsheet contains five tabs with the following information: 

mailto:ousmani@CCCTECHCENTER.ORG
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1. Malware IP 

 

IP ADDRESS - This is either the IP address that is attacking a system, or is the IP 
address the malware on an infected system is communicating with. 

LOG COUNT - This is the number of logged alerts generated for malicious traffic to or 
from the IP address. 

EVENT COUNT - This is the number of unique infections notified on by the MS-ISAC 
associated with malicious traffic to or from the IP address.  

COUNTRY, REGION, CITY - Location of the potentially malicious IP address. 

ISP - ISP or hosting provider for the IP address. 

ASSOCIATED THREAT - Malware type or activity associated with the infection. 

THREAT DESCRIPTION - Threat category associated with the malware. 

 

2. Malware Domains 

 

DOMAIN - This is the domain that is hosting malware. 

LOG COUNT - This is the number of logged alerts generated for malicious traffic 
involving the domain. 

EVENT COUNT - This is the number of unique infections notified on by the MS-ISAC 
associated with malicious traffic involving the domain.  

COUNTRY, REGION, CITY - Location of the domain. 

ISP - ISP or hosting provider for the domain. 

ASSOCIATED THREAT - Malware type or activity associated with the infection. 

THREAT DESCRIPTION - Threat category associated with the malware. 

 

3. Member Submitted Domains 



 

DOMAIN - This is the domain that is hosting malware. 

COUNTRY, REGION, CITY - Location of the domain. 

ISP - ISP or hosting provider for the domain. 

 

4. Clean – Unblock List - This section provides a list of previously reported IP 
addresses/domains, which were found to be clean within the last 4 weeks and no longer 
need to be blocked. 

 

MS-ISAC is sharing this information to provide better situational awareness to all partners. We 
recommend that the following actions be taken: 

• Consider blocking and alerting on these IP addresses and domains as reports have 
shown this to greatly reduce security incidents across our member networks. Note that 
some of the IP addresses may belong to legitimate organizations. 

• If any traffic is found on any of the tabs, then check the source host for signs of infection. 
Report any traffic seen to the MS-ISAC. 

• Note that an IP address can be associated with multiple legitimate domain names, 
especially for those belonging to a hosting provider. 

• Note that a domain can be associated with multiple IP addresses, especially for those 
utilizing fast flux DNS or cloud hosting.  

 

Getting these lists in an automated format: 

 

The MS-ISAC has actively transitioned from our old indicator sharing infrastructure to new 
infrastructure with enhanced capabilities. Known and confirmed member IPs/ranges have 
already been ported over to the new infrastructure and whitelisted. If you would like to automate 
ingestion of these into your environment, please reach out to OperationsSupport@cisecurity.org 
with your external IP/CIDR information. 

 

Landing Page: http://cti-lists.cisecurity.org/ 

Directory Listing: https://cti-lists.cisecurity.org/lists/ 

mailto:OperationsSupport@cisecurity.org
http://cti-lists.cisecurity.org/
https://cti-lists.cisecurity.org/lists/


 

Malicious Domains - Direct Link: https://cti-lists.cisecurity.org/lists/domains.txt 

Malicious IPs - Direct Link: https://cti-lists.cisecurity.org/lists/IPs.txt 

 

In response to requests from members to compile and share potentially malicious IPs and 
domains scanning due to the recent conflict in Ukraine, the MS-ISAC has compiled information 
from our own collection and merged them with indicators from trusted third parties. The 
indicators have been made them available via our CTI Lists service here: 

 

https://cti-lists.cisecurity.org/lists/Russian_Scanning_IPs.txt 

 

The MS-ISAC intends to keep the lists updated daily as new indicators are observed.  

 

In addition to the above lists, the MS-ISAC has begun making available IOCs which come 
directly from our Threat Intelligence Platform. Currently, the IOCs provided are IPv4; over time, 
we’ll add hashes and other IOCs to help protect SLTT environments. 

 

https://cti-lists.cisecurity.org/lists/MS_ISAC_Collection_IPs.txt 

https://cti-lists.cisecurity.org/lists/MS_ISAC_Collection_Domains.txt 

 

The MS-ISAC intends to keep the lists updated daily as new indicators are observed.  

 

 

Note: If you have already signed up and are receiving a 403 error when accessing the above 
links, check your with your internet-facing IP/CIDR info and email it to us 
OperationsSupport@cisecurity.org. 

 

https://cti-lists.cisecurity.org/lists/domains.txt
https://cti-lists.cisecurity.org/lists/IPs.txt
https://cti-lists.cisecurity.org/lists/Russian_Scanning_IPs.txt
https://cti-lists.cisecurity.org/lists/MS_ISAC_Collection_IPs.txt
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Connecting to the MS-ISAC STIX/TAXII Feed: 

 

These same indicators are included in our STIX/TAXII feed (along with other curated indicators). 
If you’re able to ingest a STIX/TAXII fee, contact the MS-ISAC at 
OperationsSupport@cisecurity.org. A member of this team will walk you through the steps in 
setting up access to the MS-ISAC feed to begin receiving data.  

 

Please feel free to contact MS-ISAC if you have any questions or need any additional 
assistance. We can assist by performing a variety of incident response services including log 
analysis, malware analysis, computer forensics, development of a mitigation and recovery 
strategy as well as network and application vulnerability scanning. 

 

If you have any questions, comments or need additional information, please contact us at 1-
866-787-4722 or email us at soc@cisecurity.org. 

 

Multi-State Information Sharing and Analysis Center (MS-ISAC) 

Elections Infrastructure Information Sharing and Analysis Center (EI-ISAC) 

31 Tech Valley Drive 

East Greenbush, NY 12061 

 

24x7 Security Operations Center 

SOC@cisecurity.org - 1-866-787-4722 

 

 

 

TLP: GREEN 
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https://www.cisecurity.org/isac/
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https://www.cisa.gov/tlp  

Recipients may share TLP:GREEN information with peers and partner organizations within their sector or community, 
but not via publicly accessible channels. Information in this category can be circulated widely within a particular 
community. Do not release TLP:GREEN information outside of the community. 

 

Please send all opt out requests to info@cisecurity.org.  

 

This message and attachments may contain confidential information. If it appears that this message was sent to you 
by mistake, any retention, dissemination, distribution or copying of this message and attachments is strictly 
prohibited. Please notify the sender immediately and permanently delete the message and any attachments. 

 

This message and attachments may contain confidential information. If it appears that this message was 
sent to you by mistake, any retention, dissemination, distribution or copying of this message and 
attachments is strictly prohibited. Please notify the sender immediately and permanently delete the 
message and any attachments.  
 
. . . . . 
 

 

To unsubscribe from the ISAC list, click the following link: 
https://LISTSERV.CCCNEXT.NET/scripts/wa-CCCNEXT.exe?SUBED1=ISAC&A=1  

 
 
*** NOTICE *** This message was sent from an external sender and did not originate from Cerritos 
College. If you are unsure of the authenticity of the sender, DO NOT click any links or download any 
attachments. If you suspect this message is a phishing attempt, please FORWARD the Email to 
HelpDesk@cerritos.edu  
 

https://www.cisa.gov/tlp
mailto:info@cisecurity.org
https://listserv.cccnext.net/scripts/wa-CCCNEXT.exe?SUBED1=ISAC&A=1
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From: Omer Usmani <ousmani@CCCTECHCENTER.ORG>  
Sent: Monday, July 25, 2022 11:49 AM 
To: ISAC@LISTSERV.CCCNEXT.NET 
Subject: Fwd: Malware IPs and Domains observed by MS-ISAC - 7/18/22 - 7/24/22 - TLP: GREEN 
 

CAUTION: This email originated from outside your organization. Exercise caution when opening 
attachments or clicking links, especially from unknown senders. 

 

---------- Forwarded message --------- 
From: MS-ISAC Advisory <MS-ISAC.Advisory@msisac.org> 
Date: Mon, Jul 25, 2022 at 11:47 AM 
Subject: Malware IPs and Domains observed by MS-ISAC - 7/18/22 - 7/24/22 - TLP: GREEN 
To: MS-ISAC CTI <Intel@cisecurity.org> 
Cc: MS-ISAC SOC <SOC@msisac.org> 
 

TLP: GREEN 

 

 

Attached to this email is a list of IP addresses and domains associated with malware observed 
by MS-ISAC from 7/18/22 - 7/24/22 using our monitoring services and submissions from the 
SLTT community.  

 

Recipients may only share TLP: GREEN information with peers and partner organizations 
within their sector or community, but not via publicly accessible channels. TLP: GREEN 
information may not be released outside of the community. 

 

This is a weekly list based on data collected from public organizations and government 
entities within the United States. It contains indicators of compromise related to malware 
observed from our monitoring services and files uploaded by our members to our online 
sandbox. If you are using this information in your network security devices, MS-ISAC 
recommends reviewing and removing old indicators from previous lists as they are no 
longer being logged by the MS-ISAC and may no longer be malicious. 

 

The spreadsheet contains five tabs with the following information: 

mailto:ousmani@CCCTECHCENTER.ORG
mailto:ISAC@LISTSERV.CCCNEXT.NET
mailto:MS-ISAC.Advisory@msisac.org
mailto:Intel@cisecurity.org
mailto:SOC@msisac.org


 

1. Malware IP 

 

IP ADDRESS - This is either the IP address that is attacking a system, or is the IP 
address the malware on an infected system is communicating with. 

LOG COUNT - This is the number of logged alerts generated for malicious traffic to or 
from the IP address. 

EVENT COUNT - This is the number of unique infections notified on by the MS-ISAC 
associated with malicious traffic to or from the IP address.  

COUNTRY, REGION, CITY - Location of the potentially malicious IP address. 

ISP - ISP or hosting provider for the IP address. 

ASSOCIATED THREAT - Malware type or activity associated with the infection. 

THREAT DESCRIPTION - Threat category associated with the malware. 

 

2. Malware Domains 

 

DOMAIN - This is the domain that is hosting malware. 

LOG COUNT - This is the number of logged alerts generated for malicious traffic 
involving the domain. 

EVENT COUNT - This is the number of unique infections notified on by the MS-ISAC 
associated with malicious traffic involving the domain.  

COUNTRY, REGION, CITY - Location of the domain. 

ISP - ISP or hosting provider for the domain. 

ASSOCIATED THREAT - Malware type or activity associated with the infection. 

THREAT DESCRIPTION - Threat category associated with the malware. 

 

3. Member Submitted Domains 



 

DOMAIN - This is the domain that is hosting malware. 

COUNTRY, REGION, CITY - Location of the domain. 

ISP - ISP or hosting provider for the domain. 

 

4. Clean – Unblock List - This section provides a list of previously reported IP 
addresses/domains, which were found to be clean within the last 4 weeks and no longer 
need to be blocked. 

 

MS-ISAC is sharing this information to provide better situational awareness to all partners. We 
recommend that the following actions be taken: 

• Consider blocking and alerting on these IP addresses and domains as reports have 
shown this to greatly reduce security incidents across our member networks. Note that 
some of the IP addresses may belong to legitimate organizations. 

• If any traffic is found on any of the tabs, then check the source host for signs of infection. 
Report any traffic seen to the MS-ISAC. 

• Note that an IP address can be associated with multiple legitimate domain names, 
especially for those belonging to a hosting provider. 

• Note that a domain can be associated with multiple IP addresses, especially for those 
utilizing fast flux DNS or cloud hosting.  

 

Getting these lists in an automated format: 

 

The MS-ISAC has actively transitioned from our old indicator sharing infrastructure to new 
infrastructure with enhanced capabilities. Known and confirmed member IPs/ranges have 
already been ported over to the new infrastructure and whitelisted. If you would like to automate 
ingestion of these into your environment, please reach out to OperationsSupport@cisecurity.org 
with your external IP/CIDR information. 

 

Landing Page: http://cti-lists.cisecurity.org/ 

Directory Listing: https://cti-lists.cisecurity.org/lists/ 

mailto:OperationsSupport@cisecurity.org
http://cti-lists.cisecurity.org/
https://cti-lists.cisecurity.org/lists/


 

Malicious Domains - Direct Link: https://cti-lists.cisecurity.org/lists/domains.txt 

Malicious IPs - Direct Link: https://cti-lists.cisecurity.org/lists/IPs.txt 

 

In response to requests from members to compile and share potentially malicious IPs and 
domains scanning due to the recent conflict in Ukraine, the MS-ISAC has compiled information 
from our own collection and merged them with indicators from trusted third parties. The 
indicators have been made them available via our CTI Lists service here: 

 

https://cti-lists.cisecurity.org/lists/Russian_Scanning_IPs.txt 

 

The MS-ISAC intends to keep the lists updated daily as new indicators are observed.  

 

In addition to the above lists, the MS-ISAC has begun making available IOCs which come 
directly from our Threat Intelligence Platform. Currently, the IOCs provided are IPv4; over time, 
we’ll add hashes and other IOCs to help protect SLTT environments. 

 

https://cti-lists.cisecurity.org/lists/MS_ISAC_Collection_IPs.txt 

https://cti-lists.cisecurity.org/lists/MS_ISAC_Collection_Domains.txt 

 

The MS-ISAC intends to keep the lists updated daily as new indicators are observed.  

 

 

Note: If you have already signed up and are receiving a 403 error when accessing the above 
links, check your with your internet-facing IP/CIDR info and email it to us 
OperationsSupport@cisecurity.org. 

 

https://cti-lists.cisecurity.org/lists/domains.txt
https://cti-lists.cisecurity.org/lists/IPs.txt
https://cti-lists.cisecurity.org/lists/Russian_Scanning_IPs.txt
https://cti-lists.cisecurity.org/lists/MS_ISAC_Collection_IPs.txt
https://cti-lists.cisecurity.org/lists/MS_ISAC_Collection_Domains.txt
mailto:OperationsSupport@cisecurity.org


Connecting to the MS-ISAC STIX/TAXII Feed: 

 

These same indicators are included in our STIX/TAXII feed (along with other curated indicators). 
If you’re able to ingest a STIX/TAXII fee, contact the MS-ISAC at 
OperationsSupport@cisecurity.org. A member of this team will walk you through the steps in 
setting up access to the MS-ISAC feed to begin receiving data.  

 

Members that would like to use the API to access the MS-ISAC Malware IPs and Domains in 
order to auto populate their security perimeter devices may download the scripts from our 
GitHub repository at https://github.com/MSISAC/STIX-TAXII-Integration. The API requires IP 
whitelist access, which can be obtained by sending your IP address or range to 
OperationsSupport@cisecurity.org. If you were previously whitelisted for our Palo Alto external 
block lists, the IP address or range already provided is whitelisted for the above. 

 

Please feel free to contact MS-ISAC if you have any questions or need any additional 
assistance. We can assist by performing a variety of incident response services including log 
analysis, malware analysis, computer forensics, development of a mitigation and recovery 
strategy as well as network and application vulnerability scanning. 

 

If you have any questions, comments or need additional information, please contact us at 1-
866-787-4722 or email us at soc@cisecurity.org. 

 

Multi-State Information Sharing and Analysis Center (MS-ISAC) 

Elections Infrastructure Information Sharing and Analysis Center (EI-ISAC) 

31 Tech Valley Drive 

East Greenbush, NY 12061 

 

24x7 Security Operations Center 

SOC@cisecurity.org - 1-866-787-4722 

mailto:OperationsSupport@cisecurity.org
https://github.com/MSISAC/STIX-TAXII-Integration
mailto:OperationsSupport@cisecurity.org
mailto:soc@cisecurity.org
mailto:SOC@cisecurity.org


 

 

 

TLP: GREEN 

https://www.cisa.gov/tlp  

Recipients may share TLP:GREEN information with peers and partner organizations within their sector or community, 
but not via publicly accessible channels. Information in this category can be circulated widely within a particular 
community. Do not release TLP:GREEN information outside of the community. 

 

Please send all opt out requests to info@cisecurity.org.  

 

This message and attachments may contain confidential information. If it appears that this message was sent to you 
by mistake, any retention, dissemination, distribution or copying of this message and attachments is strictly 
prohibited. Please notify the sender immediately and permanently delete the message and any attachments. 

 

This message and attachments may contain confidential information. If it appears that this message was 
sent to you by mistake, any retention, dissemination, distribution or copying of this message and 
attachments is strictly prohibited. Please notify the sender immediately and permanently delete the 
message and any attachments.  
 
. . . . . 
 

 

To unsubscribe from the ISAC list, click the following link: 
https://LISTSERV.CCCNEXT.NET/scripts/wa-CCCNEXT.exe?SUBED1=ISAC&A=1  

 
 
*** NOTICE *** This message was sent from an external sender and did not originate from Cerritos 
College. If you are unsure of the authenticity of the sender, DO NOT click any links or download any 
attachments. If you suspect this message is a phishing attempt, please FORWARD the Email to 
HelpDesk@cerritos.edu  
 

https://www.cisa.gov/tlp
mailto:info@cisecurity.org
https://listserv.cccnext.net/scripts/wa-CCCNEXT.exe?SUBED1=ISAC&A=1
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https://www.linkedin.com/company/the-center-for-internet-security/
https://twitter.com/CISecurity
https://www.facebook.com/CenterforIntSec
https://www.youtube.com/user/TheCISecurity
https://www.instagram.com/cisecurity


From: Omer Usmani <ousmani@CCCTECHCENTER.ORG>  
Sent: Monday, May 23, 2022 11:20 AM 
To: ISAC@LISTSERV.CCCNEXT.NET 
Subject: Fwd: Malware IPs and Domains observed by MS-ISAC - 5/16/22 - 5/22/22 - TLP: GREEN 
 

CAUTION: This email originated from outside your organization. Exercise caution when opening 
attachments or clicking links, especially from unknown senders. 

 

---------- Forwarded message --------- 
From: MS-ISAC Advisory <MS-ISAC.Advisory@msisac.org> 
Date: Mon, May 23, 2022 at 11:16 AM 
Subject: Malware IPs and Domains observed by MS-ISAC - 5/16/22 - 5/22/22 - TLP: GREEN 
To: MS-ISAC CTI <Intel@cisecurity.org>, Indicator Sharing <Indicator.Sharing@cisecurity.org> 
Cc: MS-ISAC SOC <SOC@msisac.org> 
 

TLP: GREEN 

 

 

Attached to this email is a list of IP addresses and domains associated with malware observed 
by MS-ISAC from 5/16/22 - 5/22/22 using our monitoring services and submissions from the 
SLTT community.  

 

Recipients may only share TLP: GREEN information with peers and partner organizations 
within their sector or community, but not via publicly accessible channels. TLP: GREEN 
information may not be released outside of the community. 

 

This is a weekly list based on data collected from public organizations and government 
entities within the United States. It contains indicators of compromise related to malware 
observed from our monitoring services and files uploaded by our members to our online 
sandbox. If you are using this information in your network security devices, MS-ISAC 
recommends reviewing and removing old indicators from previous lists as they are no 
longer being logged by the MS-ISAC and may no longer be malicious. 

 

The spreadsheet contains five tabs with the following information: 

mailto:ousmani@CCCTECHCENTER.ORG
mailto:ISAC@LISTSERV.CCCNEXT.NET
mailto:MS-ISAC.Advisory@msisac.org
mailto:Intel@cisecurity.org
mailto:Indicator.Sharing@cisecurity.org
mailto:SOC@msisac.org


 

1. Malware IP 

 

IP ADDRESS - This is either the IP address that is attacking a system, or is the IP 
address the malware on an infected system is communicating with. 

LOG COUNT - This is the number of logged alerts generated for malicious traffic to or 
from the IP address. 

EVENT COUNT - This is the number of unique infections notified on by the MS-ISAC 
associated with malicious traffic to or from the IP address.  

COUNTRY, REGION, CITY - Location of the potentially malicious IP address. 

ISP - ISP or hosting provider for the IP address. 

ASSOCIATED THREAT - Malware type or activity associated with the infection. 

THREAT DESCRIPTION - Threat category associated with the malware. 

 

2. Malware Domains 

 

DOMAIN - This is the domain that is hosting malware. 

LOG COUNT - This is the number of logged alerts generated for malicious traffic 
involving the domain. 

EVENT COUNT - This is the number of unique infections notified on by the MS-ISAC 
associated with malicious traffic involving the domain.  

COUNTRY, REGION, CITY - Location of the domain. 

ISP - ISP or hosting provider for the domain. 

ASSOCIATED THREAT - Malware type or activity associated with the infection. 

THREAT DESCRIPTION - Threat category associated with the malware. 

 

3. Member Submitted Domains 



 

DOMAIN - This is the domain that is hosting malware. 

COUNTRY, REGION, CITY - Location of the domain. 

ISP - ISP or hosting provider for the domain. 

 

4. Clean – Unblock List - This section provides a list of previously reported IP 
addresses/domains, which were found to be clean within the last 4 weeks and no longer 
need to be blocked. 

 

MS-ISAC is sharing this information to provide better situational awareness to all partners. We 
recommend that the following actions be taken: 

• Consider blocking and alerting on these IP addresses and domains as reports have 
shown this to greatly reduce security incidents across our member networks. Note that 
some of the IP addresses may belong to legitimate organizations. 

• If any traffic is found on any of the tabs, then check the source host for signs of infection. 
Report any traffic seen to the MS-ISAC. 

• Note that an IP address can be associated with multiple legitimate domain names, 
especially for those belonging to a hosting provider. 

• Note that a domain can be associated with multiple IP addresses, especially for those 
utilizing fast flux DNS or cloud hosting.  

 

Getting these lists in an automated format: 

 

The MS-ISAC has actively transitioned from our old indicator sharing infrastructure to new 
infrastructure with enhanced capabilities. Known and confirmed member IPs/ranges have 
already been ported over to the new infrastructure and whitelisted. If you would like to automate 
ingestion of these into your environment, please reach out to Indicator.Sharing@cisecurity.org 
with your external IP/CIDR information. 

 

Landing Page: http://cti-lists.cisecurity.org/ 

Directory Listing: https://cti-lists.cisecurity.org/lists/ 

mailto:Indicator.Sharing@cisecurity.org
http://cti-lists.cisecurity.org/
https://cti-lists.cisecurity.org/lists/


 

Malicious Domains - Direct Link: https://cti-lists.cisecurity.org/lists/domains.txt 

Malicious IPs - Direct Link: https://cti-lists.cisecurity.org/lists/IPs.txt 

 

In response to requests from members to compile and share potentially malicious IPs and 
domains scanning due to the recent conflict in Ukraine, the MS-ISAC has compiled information 
from our own collection and merged them with indicators from trusted third parties. The 
indicators have been made them available via our CTI Lists service here: 

 

https://cti-lists.cisecurity.org/lists/Russian_Scanning_IPs.txt 

 

The MS-ISAC intends to keep the lists updated daily as new indicators are observed.  

 

Note: If you have already signed up and are receiving a 403 error when accessing the above 
links, check your with your internet-facing IP/CIDR info and email it to us 
indicator.sharing@cisecurity.org. 

 

Connecting to the MS-ISAC STIX/TAXII Feed: 

 

These same indicators are included in our STIX/TAXII feed (along with other curated indicators). 
If you’re able to ingest a STIX/TAXII fee, contact the MS-ISAC at 
Indicator.Sharing@cisecurity.org. A member of this team will walk you through the steps in 
setting up access to the MS-ISAC feed to begin receiving data.  

 

Members that would like to use the API to access the MS-ISAC Malware IPs and Domains in 
order to auto populate their security perimeter devices may download the scripts from our 
GitHub repository at https://github.com/MSISAC/STIX-TAXII-Integration. The API requires IP 
whitelist access, which can be obtained by sending your IP address or range to 
Indicator.Sharing@cisecurity.org. If you were previously whitelisted for our Palo Alto external 
block lists, the IP address or range already provided is whitelisted for the above. 

https://cti-lists.cisecurity.org/lists/domains.txt
https://cti-lists.cisecurity.org/lists/IPs.txt
https://cti-lists.cisecurity.org/lists/Russian_Scanning_IPs.txt
mailto:indicator.sharing@cisecurity.org
mailto:Indicator.Sharing@cisecurity.org
https://github.com/MSISAC/STIX-TAXII-Integration
mailto:Indicator.Sharing@cisecurity.org


 

Please feel free to contact MS-ISAC if you have any questions or need any additional 
assistance. We can assist by performing a variety of incident response services including log 
analysis, malware analysis, computer forensics, development of a mitigation and recovery 
strategy as well as network and application vulnerability scanning. 

 

If you have any questions, comments or need additional information, please contact us at 1-
866-787-4722 or email us at soc@cisecurity.org. 

 

Multi-State Information Sharing and Analysis Center (MS-ISAC) 

Elections Infrastructure Information Sharing and Analysis Center (EI-ISAC) 

31 Tech Valley Drive 

East Greenbush, NY 12061 

 

24x7 Security Operations Center 

SOC@cisecurity.org - 1-866-787-4722 

 

 

 

TLP: GREEN 

https://www.cisa.gov/tlp  

Recipients may share TLP:GREEN information with peers and partner organizations within their sector or community, 
but not via publicly accessible channels. Information in this category can be circulated widely within a particular 
community. Do not release TLP:GREEN information outside of the community. 

 

mailto:soc@cisecurity.org
mailto:SOC@cisecurity.org
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https://www.cisecurity.org/isac/
https://www.linkedin.com/company/the-center-for-internet-security/
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Please send all opt out requests to info@cisecurity.org.  

 

This message and attachments may contain confidential information. If it appears that this message was sent to you 
by mistake, any retention, dissemination, distribution or copying of this message and attachments is strictly 
prohibited. Please notify the sender immediately and permanently delete the message and any attachments. 

 

 

 

This message and attachments may contain confidential information. If it appears that this message was 
sent to you by mistake, any retention, dissemination, distribution or copying of this message and 
attachments is strictly prohibited. Please notify the sender immediately and permanently delete the 
message and any attachments.  
 
. . . . . 
 

 

To unsubscribe from the ISAC list, click the following link: 
https://LISTSERV.CCCNEXT.NET/scripts/wa-CCCNEXT.exe?SUBED1=ISAC&A=1  

 
 
*** NOTICE *** This message was sent from an external sender and did not originate from Cerritos 
College. If you are unsure of the authenticity of the sender, DO NOT click any links or download any 
attachments. If you suspect this message is a phishing attempt, please FORWARD the Email to 
HelpDesk@cerritos.edu  
 

mailto:info@cisecurity.org
https://listserv.cccnext.net/scripts/wa-CCCNEXT.exe?SUBED1=ISAC&A=1
mailto:HelpDesk@cerritos.edu


From: Omer Usmani <ousmani@CCCTECHCENTER.ORG>  
Sent: Monday, May 2, 2022 9:54 AM 
To: ISAC@LISTSERV.CCCNEXT.NET 
Subject: Fwd: Malware IPs and Domains observed by MS-ISAC - 4/25/22 - 5/1/22 - TLP: GREEN 
 

CAUTION: This email originated from outside your organization. Exercise caution when opening 
attachments or clicking links, especially from unknown senders. 

 

---------- Forwarded message --------- 
From: MS-ISAC Advisory <MS-ISAC.Advisory@msisac.org> 
Date: Mon, May 2, 2022 at 9:18 AM 
Subject: Malware IPs and Domains observed by MS-ISAC - 4/25/22 - 5/1/22 - TLP: GREEN 
To: MS-ISAC CTI <Intel@cisecurity.org>, Indicator Sharing <Indicator.Sharing@cisecurity.org> 
Cc: MS-ISAC SOC <SOC@msisac.org> 
 

TLP: GREEN 

 

 

This week, there have been no IP addresses and domains associated with malware 
observed by MS-ISAC from 4/25/22 - 5/1/22 using our monitoring services; However, 
there is a submission from the SLTT community. Please check the “Member Submitted 
Domains” tab of the attached spreadsheet for further details. 

 

Recipients may only share TLP: GREEN information with peers and partner organizations 
within their sector or community, but not via publicly accessible channels. TLP: GREEN 
information may not be released outside of the community. 

 

This is a weekly list based on data collected from public organizations and government 
entities within the United States. It contains indicators of compromise related to malware 
observed from our monitoring services and files uploaded by our members to our online 
sandbox. If you are using this information in your network security devices, MS-ISAC 
recommends reviewing and removing old indicators from previous lists as they are no 
longer being logged by the MS-ISAC and may no longer be malicious. 

 

The spreadsheet contains five tabs with the following information: 

mailto:ousmani@CCCTECHCENTER.ORG
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1. Malware IP 

 

IP ADDRESS - This is either the IP address that is attacking a system, or is the IP 
address the malware on an infected system is communicating with. 

LOG COUNT - This is the number of logged alerts generated for malicious traffic to or 
from the IP address. 

EVENT COUNT - This is the number of unique infections notified on by the MS-ISAC 
associated with malicious traffic to or from the IP address.  

COUNTRY, REGION, CITY - Location of the potentially malicious IP address. 

ISP - ISP or hosting provider for the IP address. 

ASSOCIATED THREAT - Malware type or activity associated with the infection. 

THREAT DESCRIPTION - Threat category associated with the malware. 

 

2. Malware Domains 

 

DOMAIN - This is the domain that is hosting malware. 

LOG COUNT - This is the number of logged alerts generated for malicious traffic 
involving the domain. 

EVENT COUNT - This is the number of unique infections notified on by the MS-ISAC 
associated with malicious traffic involving the domain.  

COUNTRY, REGION, CITY - Location of the domain. 

ISP - ISP or hosting provider for the domain. 

ASSOCIATED THREAT - Malware type or activity associated with the infection. 

THREAT DESCRIPTION - Threat category associated with the malware. 

 

3. Member Submitted Domains 



 

DOMAIN - This is the domain that is hosting malware. 

COUNTRY, REGION, CITY - Location of the domain. 

ISP - ISP or hosting provider for the domain. 

 

4. Clean – Unblock List - This section provides a list of previously reported IP 
addresses/domains, which were found to be clean within the last 4 weeks and no longer 
need to be blocked. 

 

MS-ISAC is sharing this information to provide better situational awareness to all partners. We 
recommend that the following actions be taken: 

• Consider blocking and alerting on these IP addresses and domains as reports have 
shown this to greatly reduce security incidents across our member networks. Note that 
some of the IP addresses may belong to legitimate organizations. 

• If any traffic is found on any of the tabs, then check the source host for signs of infection. 
Report any traffic seen to the MS-ISAC. 

• Note that an IP address can be associated with multiple legitimate domain names, 
especially for those belonging to a hosting provider. 

• Note that a domain can be associated with multiple IP addresses, especially for those 
utilizing fast flux DNS or cloud hosting.  

 

Getting these lists in an automated format: 

 

The MS-ISAC has actively transitioned from our old indicator sharing infrastructure to new 
infrastructure with enhanced capabilities. Known and confirmed member IPs/ranges have 
already been ported over to the new infrastructure and whitelisted. If you would like to automate 
ingestion of these into your environment, please reach out to Indicator.Sharing@cisecurity.org 
with your external IP/CIDR information. 

 

Landing Page: http://cti-lists.cisecurity.org/ 

Directory Listing: https://cti-lists.cisecurity.org/lists/ 
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Malicious Domains - Direct Link: https://cti-lists.cisecurity.org/lists/domains.txt 

Malicious IPs - Direct Link: https://cti-lists.cisecurity.org/lists/IPs.txt 

 

In response to requests from members to compile and share potentially malicious IPs and 
domains scanning for and exploiting vulnerabilities in Log4j, the MS-ISAC has compiled 
information from our own collection and merged them with indicators from trusted third parties. 
The indicators have been added to the attached spreadsheet and made them available via our 
CTI Lists service here: 

 

https://cti-lists.cisecurity.org/lists/log4j_scanning_IPs.txt (IPs observed 
scanning for the vulnerability) 

https://cti-lists.cisecurity.org/lists/log4j_callback_IPs.txt (IPs observed 
being used in second stage communications) 

https://cti-lists.cisecurity.org/lists/log4j_domains.txt (Domains observed in 
exploit attempts against Log4 vulnerabilities) 

https://cti-lists.cisecurity.org/lists/log4j_hashes.txt (Fingerprints of 
suspicious/malicious files associated with attack attempts against Log4j) 

 

Also, in response to requests from members to compile and share potentially malicious IPs and 
domains scanning due to the recent conflict in Ukraine, the MS-ISAC has compiled information 
from our own collection and merged them with indicators from trusted third parties. The 
indicators have been made them available via our CTI Lists service here: 

 

https://cti-lists.cisecurity.org/lists/Russian_Scanning_IPs.txt 

 

The MS-ISAC intends to keep the lists updated daily as new indicators are observed.  

 

Note: If you have already signed up and are receiving a 403 error when accessing the above 
links, check your with your internet-facing IP/CIDR info and email it to us 
indicator.sharing@cisecurity.org. 

https://cti-lists.cisecurity.org/lists/domains.txt
https://cti-lists.cisecurity.org/lists/IPs.txt
https://cti-lists.cisecurity.org/lists/log4j_scanning_IPs.txt
https://cti-lists.cisecurity.org/lists/log4j_callback_IPs.txt
https://cti-lists.cisecurity.org/lists/log4j_domains.txt
https://cti-lists.cisecurity.org/lists/log4j_hashes.txt
https://cti-lists.cisecurity.org/lists/Russian_Scanning_IPs.txt
mailto:indicator.sharing@cisecurity.org


 

Connecting to the MS-ISAC STIX/TAXII Feed: 

 

These same indicators are included in our STIX/TAXII feed (along with other curated indicators). 
If you’re able to ingest a STIX/TAXII fee, contact the MS-ISAC at 
Indicator.Sharing@cisecurity.org. A member of this team will walk you through the steps in 
setting up access to the MS-ISAC feed to begin receiving data.  

 

Members that would like to use the API to access the MS-ISAC Malware IPs and Domains in 
order to auto populate their security perimeter devices may download the scripts from our 
GitHub repository at https://github.com/MSISAC/STIX-TAXII-Integration. The API requires IP 
whitelist access, which can be obtained by sending your IP address or range to 
Indicator.Sharing@cisecurity.org. If you were previously whitelisted for our Palo Alto external 
block lists, the IP address or range already provided is whitelisted for the above. 

 

Please feel free to contact MS-ISAC if you have any questions or need any additional 
assistance. We can assist by performing a variety of incident response services including log 
analysis, malware analysis, computer forensics, development of a mitigation and recovery 
strategy as well as network and application vulnerability scanning. 

 

If you have any questions, comments or need additional information, please contact us at 1-
866-787-4722 or email us at soc@cisecurity.org. 

 

Multi-State Information Sharing and Analysis Center (MS-ISAC) 

Elections Infrastructure Information Sharing and Analysis Center (EI-ISAC) 

31 Tech Valley Drive 

East Greenbush, NY 12061 

 

24x7 Security Operations Center 

SOC@cisecurity.org - 1-866-787-4722 

mailto:Indicator.Sharing@cisecurity.org
https://github.com/MSISAC/STIX-TAXII-Integration
mailto:Indicator.Sharing@cisecurity.org
mailto:soc@cisecurity.org
mailto:SOC@cisecurity.org


 

 

 

TLP: GREEN 

https://www.cisa.gov/tlp  

Recipients may share TLP:GREEN information with peers and partner organizations within their sector or community, 
but not via publicly accessible channels. Information in this category can be circulated widely within a particular 
community. Do not release TLP:GREEN information outside of the community. 

 

Please send all opt out requests to info@cisecurity.org.  

 

This message and attachments may contain confidential information. If it appears that this message was sent to you 
by mistake, any retention, dissemination, distribution or copying of this message and attachments is strictly 
prohibited. Please notify the sender immediately and permanently delete the message and any attachments. 

 

 

 

This message and attachments may contain confidential information. If it appears that this message was 
sent to you by mistake, any retention, dissemination, distribution or copying of this message and 
attachments is strictly prohibited. Please notify the sender immediately and permanently delete the 
message and any attachments.  
 
. . . . . 
 

 

To unsubscribe from the ISAC list, click the following link: 
https://LISTSERV.CCCNEXT.NET/scripts/wa-CCCNEXT.exe?SUBED1=ISAC&A=1  

 
 
*** NOTICE *** This message was sent from an external sender and did not originate from Cerritos 
College. If you are unsure of the authenticity of the sender, DO NOT click any links or download any 
attachments. If you suspect this message is a phishing attempt, please FORWARD the Email to 
HelpDesk@cerritos.edu  
 

https://www.cisa.gov/tlp
mailto:info@cisecurity.org
https://listserv.cccnext.net/scripts/wa-CCCNEXT.exe?SUBED1=ISAC&A=1
mailto:HelpDesk@cerritos.edu


 
From: Omer Usmani <ousmani@CCCTECHCENTER.ORG>  
Sent: Monday, May 9, 2022 11:34 AM 
To: ISAC@LISTSERV.CCCNEXT.NET 
Subject: Fwd: Malware IPs and Domains observed by MS-ISAC - 5/02/22 - 5/08/22 - TLP: GREEN 
 

CAUTION: This email originated from outside your organization. Exercise caution when opening 
attachments or clicking links, especially from unknown senders. 

 

---------- Forwarded message --------- 
From: MS-ISAC Advisory <MS-ISAC.Advisory@msisac.org> 
Date: Mon, May 9, 2022 at 11:32 AM 
Subject: Malware IPs and Domains observed by MS-ISAC - 5/02/22 - 5/08/22 - TLP: GREEN 
To: MS-ISAC CTI <Intel@cisecurity.org>, Indicator Sharing <Indicator.Sharing@cisecurity.org> 
Cc: MS-ISAC SOC <SOC@msisac.org> 
 

TLP: GREEN 

 

 

Attached to this email is a list of IP addresses and domains associated with malware observed 
by MS-ISAC from 5/02/22 - 5/08/22 using our monitoring services and submissions from the 
SLTT community.  

 

Recipients may only share TLP: GREEN information with peers and partner organizations 
within their sector or community, but not via publicly accessible channels. TLP: GREEN 
information may not be released outside of the community. 

 

This is a weekly list based on data collected from public organizations and government 
entities within the United States. It contains indicators of compromise related to malware 
observed from our monitoring services and files uploaded by our members to our online 
sandbox. If you are using this information in your network security devices, MS-ISAC 
recommends reviewing and removing old indicators from previous lists as they are no 
longer being logged by the MS-ISAC and may no longer be malicious. 

 

The spreadsheet contains five tabs with the following information: 

mailto:ousmani@CCCTECHCENTER.ORG
mailto:ISAC@LISTSERV.CCCNEXT.NET
mailto:MS-ISAC.Advisory@msisac.org
mailto:Intel@cisecurity.org
mailto:Indicator.Sharing@cisecurity.org
mailto:SOC@msisac.org


 

1. Malware IP 

 

IP ADDRESS - This is either the IP address that is attacking a system, or is the IP 
address the malware on an infected system is communicating with. 

LOG COUNT - This is the number of logged alerts generated for malicious traffic to or 
from the IP address. 

EVENT COUNT - This is the number of unique infections notified on by the MS-ISAC 
associated with malicious traffic to or from the IP address.  

COUNTRY, REGION, CITY - Location of the potentially malicious IP address. 

ISP - ISP or hosting provider for the IP address. 

ASSOCIATED THREAT - Malware type or activity associated with the infection. 

THREAT DESCRIPTION - Threat category associated with the malware. 

 

2. Malware Domains 

 

DOMAIN - This is the domain that is hosting malware. 

LOG COUNT - This is the number of logged alerts generated for malicious traffic 
involving the domain. 

EVENT COUNT - This is the number of unique infections notified on by the MS-ISAC 
associated with malicious traffic involving the domain.  

COUNTRY, REGION, CITY - Location of the domain. 

ISP - ISP or hosting provider for the domain. 

ASSOCIATED THREAT - Malware type or activity associated with the infection. 

THREAT DESCRIPTION - Threat category associated with the malware. 

 

3. Member Submitted Domains 



 

DOMAIN - This is the domain that is hosting malware. 

COUNTRY, REGION, CITY - Location of the domain. 

ISP - ISP or hosting provider for the domain. 

 

4. Clean – Unblock List - This section provides a list of previously reported IP 
addresses/domains, which were found to be clean within the last 4 weeks and no longer 
need to be blocked. 

 

MS-ISAC is sharing this information to provide better situational awareness to all partners. We 
recommend that the following actions be taken: 

• Consider blocking and alerting on these IP addresses and domains as reports have 
shown this to greatly reduce security incidents across our member networks. Note that 
some of the IP addresses may belong to legitimate organizations. 

• If any traffic is found on any of the tabs, then check the source host for signs of infection. 
Report any traffic seen to the MS-ISAC. 

• Note that an IP address can be associated with multiple legitimate domain names, 
especially for those belonging to a hosting provider. 

• Note that a domain can be associated with multiple IP addresses, especially for those 
utilizing fast flux DNS or cloud hosting.  

 

Getting these lists in an automated format: 

 

The MS-ISAC has actively transitioned from our old indicator sharing infrastructure to new 
infrastructure with enhanced capabilities. Known and confirmed member IPs/ranges have 
already been ported over to the new infrastructure and whitelisted. If you would like to automate 
ingestion of these into your environment, please reach out to Indicator.Sharing@cisecurity.org 
with your external IP/CIDR information. 

 

Landing Page: http://cti-lists.cisecurity.org/ 

Directory Listing: https://cti-lists.cisecurity.org/lists/ 

mailto:Indicator.Sharing@cisecurity.org
http://cti-lists.cisecurity.org/
https://cti-lists.cisecurity.org/lists/


 

Malicious Domains - Direct Link: https://cti-lists.cisecurity.org/lists/domains.txt 

Malicious IPs - Direct Link: https://cti-lists.cisecurity.org/lists/IPs.txt 

 

In response to requests from members to compile and share potentially malicious IPs and 
domains scanning due to the recent conflict in Ukraine, the MS-ISAC has compiled information 
from our own collection and merged them with indicators from trusted third parties. The 
indicators have been made them available via our CTI Lists service here: 

 

https://cti-lists.cisecurity.org/lists/Russian_Scanning_IPs.txt 

 

The MS-ISAC intends to keep the lists updated daily as new indicators are observed.  

 

Note: If you have already signed up and are receiving a 403 error when accessing the above 
links, check your with your internet-facing IP/CIDR info and email it to us 
indicator.sharing@cisecurity.org. 

 

Connecting to the MS-ISAC STIX/TAXII Feed: 

 

These same indicators are included in our STIX/TAXII feed (along with other curated indicators). 
If you’re able to ingest a STIX/TAXII fee, contact the MS-ISAC at 
Indicator.Sharing@cisecurity.org. A member of this team will walk you through the steps in 
setting up access to the MS-ISAC feed to begin receiving data.  

 

Members that would like to use the API to access the MS-ISAC Malware IPs and Domains in 
order to auto populate their security perimeter devices may download the scripts from our 
GitHub repository at https://github.com/MSISAC/STIX-TAXII-Integration. The API requires IP 
whitelist access, which can be obtained by sending your IP address or range to 
Indicator.Sharing@cisecurity.org. If you were previously whitelisted for our Palo Alto external 
block lists, the IP address or range already provided is whitelisted for the above. 

https://cti-lists.cisecurity.org/lists/domains.txt
https://cti-lists.cisecurity.org/lists/IPs.txt
https://cti-lists.cisecurity.org/lists/Russian_Scanning_IPs.txt
mailto:indicator.sharing@cisecurity.org
mailto:Indicator.Sharing@cisecurity.org
https://github.com/MSISAC/STIX-TAXII-Integration
mailto:Indicator.Sharing@cisecurity.org


 

Please feel free to contact MS-ISAC if you have any questions or need any additional 
assistance. We can assist by performing a variety of incident response services including log 
analysis, malware analysis, computer forensics, development of a mitigation and recovery 
strategy as well as network and application vulnerability scanning. 

 

If you have any questions, comments or need additional information, please contact us at 1-
866-787-4722 or email us at soc@cisecurity.org. 

 

Multi-State Information Sharing and Analysis Center (MS-ISAC) 

Elections Infrastructure Information Sharing and Analysis Center (EI-ISAC) 

31 Tech Valley Drive 

East Greenbush, NY 12061 

 

24x7 Security Operations Center 

SOC@cisecurity.org - 1-866-787-4722 

 

 

 

TLP: GREEN 

https://www.cisa.gov/tlp  

Recipients may share TLP:GREEN information with peers and partner organizations within their sector or community, 
but not via publicly accessible channels. Information in this category can be circulated widely within a particular 
community. Do not release TLP:GREEN information outside of the community. 

 

mailto:soc@cisecurity.org
mailto:SOC@cisecurity.org
https://www.cisa.gov/tlp
https://www.cisecurity.org/isac/
https://www.linkedin.com/company/the-center-for-internet-security/
https://twitter.com/CISecurity
https://www.facebook.com/CenterforIntSec
https://www.youtube.com/user/TheCISecurity
https://www.instagram.com/cisecurity


Please send all opt out requests to info@cisecurity.org.  

 

This message and attachments may contain confidential information. If it appears that this message was sent to you 
by mistake, any retention, dissemination, distribution or copying of this message and attachments is strictly 
prohibited. Please notify the sender immediately and permanently delete the message and any attachments. 

 

 

 

This message and attachments may contain confidential information. If it appears that this message was 
sent to you by mistake, any retention, dissemination, distribution or copying of this message and 
attachments is strictly prohibited. Please notify the sender immediately and permanently delete the 
message and any attachments.  
 
. . . . . 
 

 

To unsubscribe from the ISAC list, click the following link: 
https://LISTSERV.CCCNEXT.NET/scripts/wa-CCCNEXT.exe?SUBED1=ISAC&A=1  

 
 
*** NOTICE *** This message was sent from an external sender and did not originate from Cerritos 
College. If you are unsure of the authenticity of the sender, DO NOT click any links or download any 
attachments. If you suspect this message is a phishing attempt, please FORWARD the Email to 
HelpDesk@cerritos.edu  
 

mailto:info@cisecurity.org
https://listserv.cccnext.net/scripts/wa-CCCNEXT.exe?SUBED1=ISAC&A=1
mailto:HelpDesk@cerritos.edu


From: Omer Usmani <ousmani@CCCTECHCENTER.ORG>  
Sent: Monday, May 2, 2022 9:54 AM 
To: ISAC@LISTSERV.CCCNEXT.NET 
Subject: Fwd: Malware IPs and Domains observed by MS-ISAC - 4/25/22 - 5/1/22 - TLP: GREEN 
 

CAUTION: This email originated from outside your organization. Exercise caution when opening 
attachments or clicking links, especially from unknown senders. 

 

---------- Forwarded message --------- 
From: MS-ISAC Advisory <MS-ISAC.Advisory@msisac.org> 
Date: Mon, May 2, 2022 at 9:18 AM 
Subject: Malware IPs and Domains observed by MS-ISAC - 4/25/22 - 5/1/22 - TLP: GREEN 
To: MS-ISAC CTI <Intel@cisecurity.org>, Indicator Sharing <Indicator.Sharing@cisecurity.org> 
Cc: MS-ISAC SOC <SOC@msisac.org> 
 

TLP: GREEN 

 

 

This week, there have been no IP addresses and domains associated with malware 
observed by MS-ISAC from 4/25/22 - 5/1/22 using our monitoring services; However, 
there is a submission from the SLTT community. Please check the “Member Submitted 
Domains” tab of the attached spreadsheet for further details. 

 

Recipients may only share TLP: GREEN information with peers and partner organizations 
within their sector or community, but not via publicly accessible channels. TLP: GREEN 
information may not be released outside of the community. 

 

This is a weekly list based on data collected from public organizations and government 
entities within the United States. It contains indicators of compromise related to malware 
observed from our monitoring services and files uploaded by our members to our online 
sandbox. If you are using this information in your network security devices, MS-ISAC 
recommends reviewing and removing old indicators from previous lists as they are no 
longer being logged by the MS-ISAC and may no longer be malicious. 

 

The spreadsheet contains five tabs with the following information: 

mailto:ousmani@CCCTECHCENTER.ORG
mailto:ISAC@LISTSERV.CCCNEXT.NET
mailto:MS-ISAC.Advisory@msisac.org
mailto:Intel@cisecurity.org
mailto:Indicator.Sharing@cisecurity.org
mailto:SOC@msisac.org


 

1. Malware IP 

 

IP ADDRESS - This is either the IP address that is attacking a system, or is the IP 
address the malware on an infected system is communicating with. 

LOG COUNT - This is the number of logged alerts generated for malicious traffic to or 
from the IP address. 

EVENT COUNT - This is the number of unique infections notified on by the MS-ISAC 
associated with malicious traffic to or from the IP address.  

COUNTRY, REGION, CITY - Location of the potentially malicious IP address. 

ISP - ISP or hosting provider for the IP address. 

ASSOCIATED THREAT - Malware type or activity associated with the infection. 

THREAT DESCRIPTION - Threat category associated with the malware. 

 

2. Malware Domains 

 

DOMAIN - This is the domain that is hosting malware. 

LOG COUNT - This is the number of logged alerts generated for malicious traffic 
involving the domain. 

EVENT COUNT - This is the number of unique infections notified on by the MS-ISAC 
associated with malicious traffic involving the domain.  

COUNTRY, REGION, CITY - Location of the domain. 

ISP - ISP or hosting provider for the domain. 

ASSOCIATED THREAT - Malware type or activity associated with the infection. 

THREAT DESCRIPTION - Threat category associated with the malware. 

 

3. Member Submitted Domains 



 

DOMAIN - This is the domain that is hosting malware. 

COUNTRY, REGION, CITY - Location of the domain. 

ISP - ISP or hosting provider for the domain. 

 

4. Clean – Unblock List - This section provides a list of previously reported IP 
addresses/domains, which were found to be clean within the last 4 weeks and no longer 
need to be blocked. 

 

MS-ISAC is sharing this information to provide better situational awareness to all partners. We 
recommend that the following actions be taken: 

• Consider blocking and alerting on these IP addresses and domains as reports have 
shown this to greatly reduce security incidents across our member networks. Note that 
some of the IP addresses may belong to legitimate organizations. 

• If any traffic is found on any of the tabs, then check the source host for signs of infection. 
Report any traffic seen to the MS-ISAC. 

• Note that an IP address can be associated with multiple legitimate domain names, 
especially for those belonging to a hosting provider. 

• Note that a domain can be associated with multiple IP addresses, especially for those 
utilizing fast flux DNS or cloud hosting.  

 

Getting these lists in an automated format: 

 

The MS-ISAC has actively transitioned from our old indicator sharing infrastructure to new 
infrastructure with enhanced capabilities. Known and confirmed member IPs/ranges have 
already been ported over to the new infrastructure and whitelisted. If you would like to automate 
ingestion of these into your environment, please reach out to Indicator.Sharing@cisecurity.org 
with your external IP/CIDR information. 

 

Landing Page: http://cti-lists.cisecurity.org/ 

Directory Listing: https://cti-lists.cisecurity.org/lists/ 

mailto:Indicator.Sharing@cisecurity.org
http://cti-lists.cisecurity.org/
https://cti-lists.cisecurity.org/lists/


 

Malicious Domains - Direct Link: https://cti-lists.cisecurity.org/lists/domains.txt 

Malicious IPs - Direct Link: https://cti-lists.cisecurity.org/lists/IPs.txt 

 

In response to requests from members to compile and share potentially malicious IPs and 
domains scanning for and exploiting vulnerabilities in Log4j, the MS-ISAC has compiled 
information from our own collection and merged them with indicators from trusted third parties. 
The indicators have been added to the attached spreadsheet and made them available via our 
CTI Lists service here: 

 

https://cti-lists.cisecurity.org/lists/log4j_scanning_IPs.txt (IPs observed 
scanning for the vulnerability) 

https://cti-lists.cisecurity.org/lists/log4j_callback_IPs.txt (IPs observed 
being used in second stage communications) 

https://cti-lists.cisecurity.org/lists/log4j_domains.txt (Domains observed in 
exploit attempts against Log4 vulnerabilities) 

https://cti-lists.cisecurity.org/lists/log4j_hashes.txt (Fingerprints of 
suspicious/malicious files associated with attack attempts against Log4j) 

 

Also, in response to requests from members to compile and share potentially malicious IPs and 
domains scanning due to the recent conflict in Ukraine, the MS-ISAC has compiled information 
from our own collection and merged them with indicators from trusted third parties. The 
indicators have been made them available via our CTI Lists service here: 

 

https://cti-lists.cisecurity.org/lists/Russian_Scanning_IPs.txt 

 

The MS-ISAC intends to keep the lists updated daily as new indicators are observed.  

 

Note: If you have already signed up and are receiving a 403 error when accessing the above 
links, check your with your internet-facing IP/CIDR info and email it to us 
indicator.sharing@cisecurity.org. 

https://cti-lists.cisecurity.org/lists/domains.txt
https://cti-lists.cisecurity.org/lists/IPs.txt
https://cti-lists.cisecurity.org/lists/log4j_scanning_IPs.txt
https://cti-lists.cisecurity.org/lists/log4j_callback_IPs.txt
https://cti-lists.cisecurity.org/lists/log4j_domains.txt
https://cti-lists.cisecurity.org/lists/log4j_hashes.txt
https://cti-lists.cisecurity.org/lists/Russian_Scanning_IPs.txt
mailto:indicator.sharing@cisecurity.org


 

Connecting to the MS-ISAC STIX/TAXII Feed: 

 

These same indicators are included in our STIX/TAXII feed (along with other curated indicators). 
If you’re able to ingest a STIX/TAXII fee, contact the MS-ISAC at 
Indicator.Sharing@cisecurity.org. A member of this team will walk you through the steps in 
setting up access to the MS-ISAC feed to begin receiving data.  

 

Members that would like to use the API to access the MS-ISAC Malware IPs and Domains in 
order to auto populate their security perimeter devices may download the scripts from our 
GitHub repository at https://github.com/MSISAC/STIX-TAXII-Integration. The API requires IP 
whitelist access, which can be obtained by sending your IP address or range to 
Indicator.Sharing@cisecurity.org. If you were previously whitelisted for our Palo Alto external 
block lists, the IP address or range already provided is whitelisted for the above. 

 

Please feel free to contact MS-ISAC if you have any questions or need any additional 
assistance. We can assist by performing a variety of incident response services including log 
analysis, malware analysis, computer forensics, development of a mitigation and recovery 
strategy as well as network and application vulnerability scanning. 

 

If you have any questions, comments or need additional information, please contact us at 1-
866-787-4722 or email us at soc@cisecurity.org. 

 

Multi-State Information Sharing and Analysis Center (MS-ISAC) 

Elections Infrastructure Information Sharing and Analysis Center (EI-ISAC) 

31 Tech Valley Drive 

East Greenbush, NY 12061 

 

24x7 Security Operations Center 

SOC@cisecurity.org - 1-866-787-4722 

mailto:Indicator.Sharing@cisecurity.org
https://github.com/MSISAC/STIX-TAXII-Integration
mailto:Indicator.Sharing@cisecurity.org
mailto:soc@cisecurity.org
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TLP: GREEN 

https://www.cisa.gov/tlp  

Recipients may share TLP:GREEN information with peers and partner organizations within their sector or community, 
but not via publicly accessible channels. Information in this category can be circulated widely within a particular 
community. Do not release TLP:GREEN information outside of the community. 

 

Please send all opt out requests to info@cisecurity.org.  

 

This message and attachments may contain confidential information. If it appears that this message was sent to you 
by mistake, any retention, dissemination, distribution or copying of this message and attachments is strictly 
prohibited. Please notify the sender immediately and permanently delete the message and any attachments. 

 

 

 

This message and attachments may contain confidential information. If it appears that this message was 
sent to you by mistake, any retention, dissemination, distribution or copying of this message and 
attachments is strictly prohibited. Please notify the sender immediately and permanently delete the 
message and any attachments.  
 
. . . . . 
 

 

To unsubscribe from the ISAC list, click the following link: 
https://LISTSERV.CCCNEXT.NET/scripts/wa-CCCNEXT.exe?SUBED1=ISAC&A=1  

 
 
*** NOTICE *** This message was sent from an external sender and did not originate from Cerritos 
College. If you are unsure of the authenticity of the sender, DO NOT click any links or download any 
attachments. If you suspect this message is a phishing attempt, please FORWARD the Email to 
HelpDesk@cerritos.edu  
 

https://www.cisa.gov/tlp
mailto:info@cisecurity.org
https://listserv.cccnext.net/scripts/wa-CCCNEXT.exe?SUBED1=ISAC&A=1
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From: Omer Usmani <ousmani@CCCTECHCENTER.ORG>  
Sent: Monday, April 18, 2022 11:48 AM 
To: ISAC@LISTSERV.CCCNEXT.NET 
Subject: Fwd: Malware IPs and Domains observed by MS-ISAC - 4/11/22 - 4/17/22 - TLP: GREEN 
 

CAUTION: This email originated from outside your organization. Exercise caution when opening 
attachments or clicking links, especially from unknown senders. 

 

---------- Forwarded message --------- 
From: MS-ISAC Advisory <MS-ISAC.Advisory@msisac.org> 
Date: Mon, Apr 18, 2022 at 11:39 AM 
Subject: Malware IPs and Domains observed by MS-ISAC - 4/11/22 - 4/17/22 - TLP: GREEN 
To: MS-ISAC CTI <Intel@cisecurity.org> 
Cc: MS-ISAC SOC <SOC@msisac.org> 
 

TLP: GREEN 

 

Attached to this email is a list of IP addresses and domains associated with malware observed 
by MS-ISAC from 4/11/22 - 4/17/22 using our monitoring services and submissions from the 
SLTT community.  

 

Recipients may only share TLP: GREEN information with peers and partner organizations 
within their sector or community, but not via publicly accessible channels. TLP: GREEN 
information may not be released outside of the community. 

 

This is a weekly list based on data collected from public organizations and government 
entities within the United States. It contains indicators of compromise related to malware 
observed from our monitoring services and files uploaded by our members to our online 
sandbox. If you are using this information in your network security devices, MS-ISAC 
recommends reviewing and removing old indicators from previous lists as they are no 
longer being logged by the MS-ISAC and may no longer be malicious. 

 

The spreadsheet contains five tabs with the following information: 

 

mailto:ousmani@CCCTECHCENTER.ORG
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1. Malware IP 

 

IP ADDRESS - This is either the IP address that is attacking a system, or is the IP 
address the malware on an infected system is communicating with. 

LOG COUNT - This is the number of logged alerts generated for malicious traffic to or 
from the IP address. 

EVENT COUNT - This is the number of unique infections notified on by the MS-ISAC 
associated with malicious traffic to or from the IP address.  

COUNTRY, REGION, CITY - Location of the potentially malicious IP address. 

ISP - ISP or hosting provider for the IP address. 

ASSOCIATED THREAT - Malware type or activity associated with the infection. 

THREAT DESCRIPTION - Threat category associated with the malware. 

 

2. Malware Domains 

 

DOMAIN - This is the domain that is hosting malware. 

LOG COUNT - This is the number of logged alerts generated for malicious traffic 
involving the domain. 

EVENT COUNT - This is the number of unique infections notified on by the MS-ISAC 
associated with malicious traffic involving the domain.  

COUNTRY, REGION, CITY - Location of the domain. 

ISP - ISP or hosting provider for the domain. 

ASSOCIATED THREAT - Malware type or activity associated with the infection. 

THREAT DESCRIPTION - Threat category associated with the malware. 

 

3. Member Submitted Domains 

 



DOMAIN - This is the domain that is hosting malware. 

COUNTRY, REGION, CITY - Location of the domain. 

ISP - ISP or hosting provider for the domain. 

 

4. Clean – Unblock List - This section provides a list of previously reported IP 
addresses/domains, which were found to be clean within the last 4 weeks and no longer 
need to be blocked. 

 

MS-ISAC is sharing this information to provide better situational awareness to all partners. We 
recommend that the following actions be taken: 

• Consider blocking and alerting on these IP addresses and domains as reports have 
shown this to greatly reduce security incidents across our member networks. Note that 
some of the IP addresses may belong to legitimate organizations. 

• If any traffic is found on any of the tabs, then check the source host for signs of infection. 
Report any traffic seen to the MS-ISAC. 

• Note that an IP address can be associated with multiple legitimate domain names, 
especially for those belonging to a hosting provider. 

• Note that a domain can be associated with multiple IP addresses, especially for those 
utilizing fast flux DNS or cloud hosting.  

 

Getting these lists in an automated format: 

 

The MS-ISAC has actively transitioned from our old indicator sharing infrastructure to new 
infrastructure with enhanced capabilities. Known and confirmed member IPs/ranges have 
already been ported over to the new infrastructure and whitelisted. If you would like to automate 
ingestion of these into your environment, please reach out to Indicator.Sharing@cisecurity.org 
with your external IP/CIDR information. 

 

Landing Page: http://cti-lists.cisecurity.org/ 

Directory Listing: https://cti-lists.cisecurity.org/lists/ 

 

mailto:Indicator.Sharing@cisecurity.org
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Malicious Domains - Direct Link: https://cti-lists.cisecurity.org/lists/domains.txt 

Malicious IPs - Direct Link: https://cti-lists.cisecurity.org/lists/IPs.txt 

 

In response to requests from members to compile and share potentially malicious IPs and 
domains scanning for and exploiting vulnerabilities in Log4j, the MS-ISAC has compiled 
information from our own collection and merged them with indicators from trusted third parties. 
The indicators have been added to the attached spreadsheet and made them available via our 
CTI Lists service here: 

 

https://cti-lists.cisecurity.org/lists/log4j_scanning_IPs.txt (IPs observed 
scanning for the vulnerability) 

https://cti-lists.cisecurity.org/lists/log4j_callback_IPs.txt (IPs observed 
being used in second stage communications) 

https://cti-lists.cisecurity.org/lists/log4j_domains.txt (Domains observed in 
exploit attempts against Log4 vulnerabilities) 

https://cti-lists.cisecurity.org/lists/log4j_hashes.txt (Fingerprints of 
suspicious/malicious files associated with attack attempts against Log4j) 

 

Also, in response to requests from members to compile and share potentially malicious IPs and 
domains scanning due to the recent conflict in Ukraine, the MS-ISAC has compiled information 
from our own collection and merged them with indicators from trusted third parties. The 
indicators have been made them available via our CTI Lists service here: 

 

https://cti-lists.cisecurity.org/lists/Russian_Scanning_IPs.txt 

 

The MS-ISAC intends to keep the lists updated daily as new indicators are observed.  

 

Note: If you have already signed up and are receiving a 403 error when accessing the above 
links, check your with your internet-facing IP/CIDR info and email it to us 
indicator.sharing@cisecurity.org. 

 

https://cti-lists.cisecurity.org/lists/domains.txt
https://cti-lists.cisecurity.org/lists/IPs.txt
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Connecting to the MS-ISAC STIX/TAXII Feed: 

 

These same indicators are included in our STIX/TAXII feed (along with other curated indicators). 
If you’re able to ingest a STIX/TAXII fee, contact the MS-ISAC at 
Indicator.Sharing@cisecurity.org. A member of this team will walk you through the steps in 
setting up access to the MS-ISAC feed to begin receiving data.  

 

Members that would like to use the API to access the MS-ISAC Malware IPs and Domains in 
order to auto populate their security perimeter devices may download the scripts from our 
GitHub repository at https://github.com/MSISAC/STIX-TAXII-Integration. The API requires IP 
whitelist access, which can be obtained by sending your IP address or range to 
Indicator.Sharing@cisecurity.org. If you were previously whitelisted for our Palo Alto external 
block lists, the IP address or range already provided is whitelisted for the above. 

 

Please feel free to contact MS-ISAC if you have any questions or need any additional 
assistance. We can assist by performing a variety of incident response services including log 
analysis, malware analysis, computer forensics, development of a mitigation and recovery 
strategy as well as network and application vulnerability scanning. 

 

If you have any questions, comments or need additional information, please contact us at 1-
866-787-4722 or email us at soc@cisecurity.org. 

 

Multi-State Information Sharing and Analysis Center (MS-ISAC) 

Elections Infrastructure Information Sharing and Analysis Center (EI-ISAC) 

31 Tech Valley Drive 

East Greenbush, NY 12061 

 

24x7 Security Operations Center 

SOC@cisecurity.org - 1-866-787-4722 

mailto:Indicator.Sharing@cisecurity.org
https://github.com/MSISAC/STIX-TAXII-Integration
mailto:Indicator.Sharing@cisecurity.org
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TLP: GREEN 

https://www.cisa.gov/tlp  

Recipients may share TLP:GREEN information with peers and partner organizations within their sector or community, 
but not via publicly accessible channels. Information in this category can be circulated widely within a particular 
community. Do not release TLP:GREEN information outside of the community. 

 

Please send all opt out requests to info@cisecurity.org.  

 

This message and attachments may contain confidential information. If it appears that this message was sent to you 
by mistake, any retention, dissemination, distribution or copying of this message and attachments is strictly 
prohibited. Please notify the sender immediately and permanently delete the message and any attachments. 

This message and attachments may contain confidential information. If it appears that this message was 
sent to you by mistake, any retention, dissemination, distribution or copying of this message and 
attachments is strictly prohibited. Please notify the sender immediately and permanently delete the 
message and any attachments.  
 
. . . . . 
 

 

To unsubscribe from the ISAC list, click the following link: 
https://LISTSERV.CCCNEXT.NET/scripts/wa-CCCNEXT.exe?SUBED1=ISAC&A=1  

 
 
*** NOTICE *** This message was sent from an external sender and did not originate from Cerritos 
College. If you are unsure of the authenticity of the sender, DO NOT click any links or download any 
attachments. If you suspect this message is a phishing attempt, please FORWARD the Email to 
HelpDesk@cerritos.edu  
 

https://www.cisa.gov/tlp
mailto:info@cisecurity.org
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https://www.linkedin.com/company/the-center-for-internet-security/
https://twitter.com/CISecurity
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From: Omer Usmani <ousmani@CCCTECHCENTER.ORG>  
Sent: Monday, April 11, 2022 11:44 AM 
To: ISAC@LISTSERV.CCCNEXT.NET 
Subject: Fwd: Malware IPs and Domains observed by MS-ISAC - 4/4/22 - 4/10/22 - TLP: GREEN 
 

CAUTION: This email originated from outside your organization. Exercise caution when opening 
attachments or clicking links, especially from unknown senders. 

 

---------- Forwarded message --------- 
From: MS-ISAC Advisory <MS-ISAC.Advisory@msisac.org> 
Date: Mon, Apr 11, 2022 at 11:31 AM 
Subject: Malware IPs and Domains observed by MS-ISAC - 4/4/22 - 4/10/22 - TLP: GREEN 
To: MS-ISAC CTI <Intel@cisecurity.org>, Indicator Sharing <Indicator.Sharing@cisecurity.org> 
Cc: MS-ISAC SOC <SOC@msisac.org> 
 

TLP: GREEN 

 

 

Attached to this email is a list of IP addresses and domains associated with malware observed 
by MS-ISAC from 4/4/22 - 4/10/22 using our monitoring services and submissions from the 
SLTT community.  

 

Recipients may only share TLP: GREEN information with peers and partner organizations 
within their sector or community, but not via publicly accessible channels. TLP: GREEN 
information may not be released outside of the community. 

 

This is a weekly list based on data collected from public organizations and government 
entities within the United States. It contains indicators of compromise related to malware 
observed from our monitoring services and files uploaded by our members to our online 
sandbox. If you are using this information in your network security devices, MS-ISAC 
recommends reviewing and removing old indicators from previous lists as they are no 
longer being logged by the MS-ISAC and may no longer be malicious. 

 

The spreadsheet contains five tabs with the following information: 

mailto:ousmani@CCCTECHCENTER.ORG
mailto:ISAC@LISTSERV.CCCNEXT.NET
mailto:MS-ISAC.Advisory@msisac.org
mailto:Intel@cisecurity.org
mailto:Indicator.Sharing@cisecurity.org
mailto:SOC@msisac.org


 

1. Malware IP 

 

IP ADDRESS - This is either the IP address that is attacking a system, or is the IP 
address the malware on an infected system is communicating with. 

LOG COUNT - This is the number of logged alerts generated for malicious traffic to or 
from the IP address. 

EVENT COUNT - This is the number of unique infections notified on by the MS-ISAC 
associated with malicious traffic to or from the IP address.  

COUNTRY, REGION, CITY - Location of the potentially malicious IP address. 

ISP - ISP or hosting provider for the IP address. 

ASSOCIATED THREAT - Malware type or activity associated with the infection. 

THREAT DESCRIPTION - Threat category associated with the malware. 

 

2. Malware Domains 

 

DOMAIN - This is the domain that is hosting malware. 

LOG COUNT - This is the number of logged alerts generated for malicious traffic 
involving the domain. 

EVENT COUNT - This is the number of unique infections notified on by the MS-ISAC 
associated with malicious traffic involving the domain.  

COUNTRY, REGION, CITY - Location of the domain. 

ISP - ISP or hosting provider for the domain. 

ASSOCIATED THREAT - Malware type or activity associated with the infection. 

THREAT DESCRIPTION - Threat category associated with the malware. 

 

3. Member Submitted Domains 



 

DOMAIN - This is the domain that is hosting malware. 

COUNTRY, REGION, CITY - Location of the domain. 

ISP - ISP or hosting provider for the domain. 

 

4. Clean – Unblock List - This section provides a list of previously reported IP 
addresses/domains, which were found to be clean within the last 4 weeks and no longer 
need to be blocked. 

 

MS-ISAC is sharing this information to provide better situational awareness to all partners. We 
recommend that the following actions be taken: 

• Consider blocking and alerting on these IP addresses and domains as reports have 
shown this to greatly reduce security incidents across our member networks. Note that 
some of the IP addresses may belong to legitimate organizations. 

• If any traffic is found on any of the tabs, then check the source host for signs of infection. 
Report any traffic seen to the MS-ISAC. 

• Note that an IP address can be associated with multiple legitimate domain names, 
especially for those belonging to a hosting provider. 

• Note that a domain can be associated with multiple IP addresses, especially for those 
utilizing fast flux DNS or cloud hosting.  

 

Getting these lists in an automated format: 

 

The MS-ISAC has actively transitioned from our old indicator sharing infrastructure to new 
infrastructure with enhanced capabilities. Known and confirmed member IPs/ranges have 
already been ported over to the new infrastructure and whitelisted. If you would like to automate 
ingestion of these into your environment, please reach out to Indicator.Sharing@cisecurity.org 
with your external IP/CIDR information. 

 

Landing Page: http://cti-lists.cisecurity.org/ 

Directory Listing: https://cti-lists.cisecurity.org/lists/ 

mailto:Indicator.Sharing@cisecurity.org
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Malicious Domains - Direct Link: https://cti-lists.cisecurity.org/lists/domains.txt 

Malicious IPs - Direct Link: https://cti-lists.cisecurity.org/lists/IPs.txt 

 

In response to requests from members to compile and share potentially malicious IPs and 
domains scanning for and exploiting vulnerabilities in Log4j, the MS-ISAC has compiled 
information from our own collection and merged them with indicators from trusted third parties. 
The indicators have been added to the attached spreadsheet and made them available via our 
CTI Lists service here: 

 

https://cti-lists.cisecurity.org/lists/log4j_scanning_IPs.txt (IPs observed 
scanning for the vulnerability) 

https://cti-lists.cisecurity.org/lists/log4j_callback_IPs.txt (IPs observed 
being used in second stage communications) 

https://cti-lists.cisecurity.org/lists/log4j_domains.txt (Domains observed in 
exploit attempts against Log4 vulnerabilities) 

https://cti-lists.cisecurity.org/lists/log4j_hashes.txt (Fingerprints of 
suspicious/malicious files associated with attack attempts against Log4j) 

 

Also, in response to requests from members to compile and share potentially malicious IPs and 
domains scanning due to the recent conflict in Ukraine, the MS-ISAC has compiled information 
from our own collection and merged them with indicators from trusted third parties. The 
indicators have been made them available via our CTI Lists service here: 

 

https://cti-lists.cisecurity.org/lists/Russian_Scanning_IPs.txt 

 

The MS-ISAC intends to keep the lists updated daily as new indicators are observed.  

 

Note: If you have already signed up and are receiving a 403 error when accessing the above 
links, check your with your internet-facing IP/CIDR info and email it to us 
indicator.sharing@cisecurity.org. 

https://cti-lists.cisecurity.org/lists/domains.txt
https://cti-lists.cisecurity.org/lists/IPs.txt
https://cti-lists.cisecurity.org/lists/log4j_scanning_IPs.txt
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https://cti-lists.cisecurity.org/lists/log4j_hashes.txt
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Connecting to the MS-ISAC STIX/TAXII Feed: 

 

These same indicators are included in our STIX/TAXII feed (along with other curated indicators). 
If you’re able to ingest a STIX/TAXII fee, contact the MS-ISAC at 
Indicator.Sharing@cisecurity.org. A member of this team will walk you through the steps in 
setting up access to the MS-ISAC feed to begin receiving data.  

 

Members that would like to use the API to access the MS-ISAC Malware IPs and Domains in 
order to auto populate their security perimeter devices may download the scripts from our 
GitHub repository at https://github.com/MSISAC/STIX-TAXII-Integration. The API requires IP 
whitelist access, which can be obtained by sending your IP address or range to 
Indicator.Sharing@cisecurity.org. If you were previously whitelisted for our Palo Alto external 
block lists, the IP address or range already provided is whitelisted for the above. 

 

Please feel free to contact MS-ISAC if you have any questions or need any additional 
assistance. We can assist by performing a variety of incident response services including log 
analysis, malware analysis, computer forensics, development of a mitigation and recovery 
strategy as well as network and application vulnerability scanning. 

 

If you have any questions, comments or need additional information, please contact us at 1-
866-787-4722 or email us at soc@cisecurity.org. 

 

Multi-State Information Sharing and Analysis Center (MS-ISAC) 

Elections Infrastructure Information Sharing and Analysis Center (EI-ISAC) 

31 Tech Valley Drive 

East Greenbush, NY 12061 

 

24x7 Security Operations Center 

SOC@cisecurity.org - 1-866-787-4722 

mailto:Indicator.Sharing@cisecurity.org
https://github.com/MSISAC/STIX-TAXII-Integration
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TLP: GREEN 

https://www.cisa.gov/tlp  

Recipients may share TLP:GREEN information with peers and partner organizations within their sector or community, 
but not via publicly accessible channels. Information in this category can be circulated widely within a particular 
community. Do not release TLP:GREEN information outside of the community. 

 

Please send all opt out requests to info@cisecurity.org.  

 

This message and attachments may contain confidential information. If it appears that this message was sent to you 
by mistake, any retention, dissemination, distribution or copying of this message and attachments is strictly 
prohibited. Please notify the sender immediately and permanently delete the message and any attachments. 

 

 

 

This message and attachments may contain confidential information. If it appears that this message was 
sent to you by mistake, any retention, dissemination, distribution or copying of this message and 
attachments is strictly prohibited. Please notify the sender immediately and permanently delete the 
message and any attachments.  
 
. . . . . 
 

 

To unsubscribe from the ISAC list, click the following link: 
https://LISTSERV.CCCNEXT.NET/scripts/wa-CCCNEXT.exe?SUBED1=ISAC&A=1  

 
 
*** NOTICE *** This message was sent from an external sender and did not originate from Cerritos 

https://www.cisa.gov/tlp
mailto:info@cisecurity.org
https://listserv.cccnext.net/scripts/wa-CCCNEXT.exe?SUBED1=ISAC&A=1
https://www.cisecurity.org/isac/
https://www.linkedin.com/company/the-center-for-internet-security/
https://twitter.com/CISecurity
https://www.facebook.com/CenterforIntSec
https://www.youtube.com/user/TheCISecurity
https://www.instagram.com/cisecurity


College. If you are unsure of the authenticity of the sender, DO NOT click any links or download any 
attachments. If you suspect this message is a phishing attempt, please FORWARD the Email to 
HelpDesk@cerritos.edu  
 

mailto:HelpDesk@cerritos.edu


From: Omer Usmani <ousmani@CCCTECHCENTER.ORG>  
Sent: Monday, March 7, 2022 3:03 PM 
To: ISAC@LISTSERV.CCCNEXT.NET 
Subject: Fwd: Scanning and Exploiting IPs observed by MS-ISAC - 2/1/22 - 2/28/22 - TLP:GREEN 
 

CAUTION: This email originated from outside your organization. Exercise caution when opening 
attachments or clicking links, especially from unknown senders. 

 

---------- Forwarded message --------- 
From: MS-ISAC Advisory <MS-ISAC.Advisory@msisac.org> 
Date: Mon, Mar 7, 2022 at 12:23 PM 
Subject: Scanning and Exploiting IPs observed by MS-ISAC - 2/1/22 - 2/28/22 - TLP:GREEN 
To: MS-ISAC SOC <SOC@msisac.org>, MS-ISAC CTI <Intel@cisecurity.org> 
 

TLP: GREEN 

 

 

Nothing attached to this email as there is no significantly reoccuring activity observed by MS-
ISAC from 2/1/22 - 2/28/22 using our monitoring services.  

 

Recipients may only share TLP: GREEN information with peers and partner organizations 
within their sector or community, but not via publicly accessible channels. TLP: GREEN 
information may not be released outside of the community. 

 

This data is collected from public organizations and government entities within the United 
States. This list is produced on a monthly basis and contains the IP addresses that were repeat 
offenders of this activity over the entire duration of the date range specified above. If you are 
using this information in your network security devices, MS-ISAC recommends reviewing and 
removing old indicators from previous lists as they are no longer being logged by the MS-ISAC 
and may no longer be malicious. 

 

The spreadsheet contains the following information: 

 

mailto:ousmani@CCCTECHCENTER.ORG
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1. IP ADDRESS - This is the IP address that is performing the scan or exploit. 
2. COUNTRY, REGION, CITY - Location of the potentially malicious IP address. 
3. ISP - ISP or Hosting provider for the IP address. 
4. ASSOCIATED THREAT – Logged activity associated with the IP address. 
5. TARGETED ENTITY TYPES – The types of entities that were being targeted.  

 

MS-ISAC is sharing this information to provide better situational awareness to all partners. We 
recommend that the following actions be taken: 

• Consider blocking and alerting on these IP addresses as they have been logged 
attempting to exploit vulnerabilities or otherwise gain access or information about SLTT 
network resources. 

• Investigate any logged activity from the noted IP addresses for signs of successful 
exploitation. 

• Note that an IP address can be associated with multiple legitimate domain names. 
Blocking outbound traffic may prevent legitimate traffic from reaching these domains. 
This is especially true for those belonging to a hosting company. 

 

Connecting to the MS-ISAC STIX/TAXII Feed: 

 

If you would like to connect to the MS-ISAC STIX/TAXII feed to receive these indicators, contact 
the MS-ISAC at Indicator.Sharing@cisecurity.org. A member of this team will walk you through 
the steps in setting up access to the MS-ISAC feed to begin receiving data.  

 

Members that would like to use the API to access the MS-ISAC Malware IPs and Domains in 
order to auto populate their security perimeter devices may download the scripts from our 
GitHub repository at https://github.com/MSISAC/STIX-TAXII-Integration. The API requires IP 
whitelist access, which can be obtained by sending your IP address or range to 
Indicator.Sharing@cisecurity.org. If you were previously whitelisted for our Palo Alto external 
block lists, the IP address or range already provided is whitelisted for the above. 

 

Please feel free to contact MS-ISAC if you have any questions or need any additional 
assistance. We can assist by performing a variety of incident response services including log 
analysis, malware analysis, computer forensics, development of a mitigation and recovery 
strategy as well as network and application vulnerability scanning. 

 

mailto:Indicator.Sharing@cisecurity.org
https://github.com/MSISAC/STIX-TAXII-Integration
mailto:Indicator.Sharing@cisecurity.org


If you have any questions, comments or need additional information, please contact us at 1-
866-787-4722 or email us at soc@cisecurity.org. 

 

24x7 Security Operations Center 

Multi-State Information Sharing and Analysis Center (MS-ISAC) 

Elections Infrastructure Information Sharing and Analysis Center (EI-ISAC) 

31 Tech Valley Drive 

East Greenbush, NY 12061 

 

24×7 Security Operations Center 

SOC@cisecurity.org - 1-866-787-4722 

 

 

 

TLP: GREEN 

https://www.cisa.gov/tlp 

Recipients may share TLP:GREEN information with peers and partner organizations within their sector or community, 
but not via publicly accessible channels. Information in this category can be circulated widely within a particular 
community. Do not release TLP:GREEN information outside of the community. 

 

Please send all opt out requests to info@msisac.org.  

 

This message and attachments may contain confidential information. If it appears that this message was sent to you 
by mistake, any retention, dissemination, distribution or copying of this message and attachments is strictly 
prohibited. Please notify the sender immediately and permanently delete the message and any attachments. 
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mailto:SOC@cisecurity.org
https://www.cisa.gov/tlp
mailto:info@msisac.org
https://www.facebook.com/CenterforIntSec
https://twitter.com/CISecurity
https://www.youtube.com/user/TheCISecurity
https://www.linkedin.com/company/the-center-for-internet-security


 

 

 

This message and attachments may contain confidential information. If it appears that this message was 
sent to you by mistake, any retention, dissemination, distribution or copying of this message and 
attachments is strictly prohibited. Please notify the sender immediately and permanently delete the 
message and any attachments.  
 
. . . . . 
 

 

To unsubscribe from the ISAC list, click the following link: 
https://LISTSERV.CCCNEXT.NET/scripts/wa-CCCNEXT.exe?SUBED1=ISAC&A=1  

 
 
*** NOTICE *** This message was sent from an external sender and did not originate from Cerritos 
College. If you are unsure of the authenticity of the sender, DO NOT click any links or download any 
attachments. If you suspect this message is a phishing attempt, please FORWARD the Email to 
HelpDesk@cerritos.edu  
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	From: Omer Usmani <ousmani@CCCTECHCENTER.ORG>  Sent: Monday, August 15, 2022 11:40 AM To: ISAC@LISTSERV.CCCNEXT.NET Subject: Fwd: Malware IPs and Domains observed by MS-ISAC - 8/08/22 - 8/14/22 - TLP: GREEN
	---------- Forwarded message --------- From: MS-ISAC Advisory <MS-ISAC.Advisory@msisac.org> Date: Mon, Aug 15, 2022 at 11:08 AM Subject: Malware IPs and Domains observed by MS-ISAC - 8/08/22 - 8/14/22 - TLP: GREEN To: MS-ISAC CTI <Intel@cisecurity.org...

	Malware IPs and Domains observed by MS-ISAC 080122 to  080722 TLP GREEN.pdf
	From: Omer Usmani <ousmani@CCCTECHCENTER.ORG>  Sent: Monday, August 8, 2022 11:54 AM To: ISAC@LISTSERV.CCCNEXT.NET Subject: Fwd: Malware IPs and Domains observed by MS-ISAC - 8/01/22 - 8/07/22 - TLP: GREEN
	---------- Forwarded message --------- From: MS-ISAC Advisory <MS-ISAC.Advisory@msisac.org> Date: Mon, Aug 8, 2022 at 11:21 AM Subject: Malware IPs and Domains observed by MS-ISAC - 8/01/22 - 8/07/22 - TLP: GREEN To: MS-ISAC CTI <Intel@cisecurity.org>...

	Malware IPs and Domains observed by MS-ISAC 071822 to  072422 TLP GREEN.pdf
	From: Omer Usmani <ousmani@CCCTECHCENTER.ORG>  Sent: Monday, July 25, 2022 11:49 AM To: ISAC@LISTSERV.CCCNEXT.NET Subject: Fwd: Malware IPs and Domains observed by MS-ISAC - 7/18/22 - 7/24/22 - TLP: GREEN
	---------- Forwarded message --------- From: MS-ISAC Advisory <MS-ISAC.Advisory@msisac.org> Date: Mon, Jul 25, 2022 at 11:47 AM Subject: Malware IPs and Domains observed by MS-ISAC - 7/18/22 - 7/24/22 - TLP: GREEN To: MS-ISAC CTI <Intel@cisecurity.org...

	Malware IPs and Domains observed by MS-ISAC 051622 to  052222 TLP GREEN.pdf
	From: Omer Usmani <ousmani@CCCTECHCENTER.ORG>  Sent: Monday, May 23, 2022 11:20 AM To: ISAC@LISTSERV.CCCNEXT.NET Subject: Fwd: Malware IPs and Domains observed by MS-ISAC - 5/16/22 - 5/22/22 - TLP: GREEN
	---------- Forwarded message --------- From: MS-ISAC Advisory <MS-ISAC.Advisory@msisac.org> Date: Mon, May 23, 2022 at 11:16 AM Subject: Malware IPs and Domains observed by MS-ISAC - 5/16/22 - 5/22/22 - TLP: GREEN To: MS-ISAC CTI <Intel@cisecurity.org...

	Malware IPs and Domains observed by MS-ISAC 050922 to  051522 TLP GREEN.pdf
	From: Omer Usmani <ousmani@CCCTECHCENTER.ORG>  Sent: Monday, May 2, 2022 9:54 AM To: ISAC@LISTSERV.CCCNEXT.NET Subject: Fwd: Malware IPs and Domains observed by MS-ISAC - 4/25/22 - 5/1/22 - TLP: GREEN
	---------- Forwarded message --------- From: MS-ISAC Advisory <MS-ISAC.Advisory@msisac.org> Date: Mon, May 2, 2022 at 9:18 AM Subject: Malware IPs and Domains observed by MS-ISAC - 4/25/22 - 5/1/22 - TLP: GREEN To: MS-ISAC CTI <Intel@cisecurity.org>, ...

	Malware IPs and Domains observed by MS-ISAC 050222 to  050822 TLP GREEN.pdf
	From: Omer Usmani <ousmani@CCCTECHCENTER.ORG>  Sent: Monday, May 9, 2022 11:34 AM To: ISAC@LISTSERV.CCCNEXT.NET Subject: Fwd: Malware IPs and Domains observed by MS-ISAC - 5/02/22 - 5/08/22 - TLP: GREEN
	---------- Forwarded message --------- From: MS-ISAC Advisory <MS-ISAC.Advisory@msisac.org> Date: Mon, May 9, 2022 at 11:32 AM Subject: Malware IPs and Domains observed by MS-ISAC - 5/02/22 - 5/08/22 - TLP: GREEN To: MS-ISAC CTI <Intel@cisecurity.org>...

	Malware IPs and Domains observed by MS-ISAC 042522 to  050122 TLP GREEN.pdf
	From: Omer Usmani <ousmani@CCCTECHCENTER.ORG>  Sent: Monday, May 2, 2022 9:54 AM To: ISAC@LISTSERV.CCCNEXT.NET Subject: Fwd: Malware IPs and Domains observed by MS-ISAC - 4/25/22 - 5/1/22 - TLP: GREEN
	---------- Forwarded message --------- From: MS-ISAC Advisory <MS-ISAC.Advisory@msisac.org> Date: Mon, May 2, 2022 at 9:18 AM Subject: Malware IPs and Domains observed by MS-ISAC - 4/25/22 - 5/1/22 - TLP: GREEN To: MS-ISAC CTI <Intel@cisecurity.org>, ...

	Malware IPs and Domains observed by MS-ISAC 041122 to  041722 TLP GREEN.pdf
	From: Omer Usmani <ousmani@CCCTECHCENTER.ORG>  Sent: Monday, April 18, 2022 11:48 AM To: ISAC@LISTSERV.CCCNEXT.NET Subject: Fwd: Malware IPs and Domains observed by MS-ISAC - 4/11/22 - 4/17/22 - TLP: GREEN
	---------- Forwarded message --------- From: MS-ISAC Advisory <MS-ISAC.Advisory@msisac.org> Date: Mon, Apr 18, 2022 at 11:39 AM Subject: Malware IPs and Domains observed by MS-ISAC - 4/11/22 - 4/17/22 - TLP: GREEN To: MS-ISAC CTI <Intel@cisecurity.org...

	Malware IPs and Domains observed by MS-ISAC 040422 to  041022 TLP GREEN.pdf
	From: Omer Usmani <ousmani@CCCTECHCENTER.ORG>  Sent: Monday, April 11, 2022 11:44 AM To: ISAC@LISTSERV.CCCNEXT.NET Subject: Fwd: Malware IPs and Domains observed by MS-ISAC - 4/4/22 - 4/10/22 - TLP: GREEN
	---------- Forwarded message --------- From: MS-ISAC Advisory <MS-ISAC.Advisory@msisac.org> Date: Mon, Apr 11, 2022 at 11:31 AM Subject: Malware IPs and Domains observed by MS-ISAC - 4/4/22 - 4/10/22 - TLP: GREEN To: MS-ISAC CTI <Intel@cisecurity.org>...

	Malware IPs and Domains observed by MS-ISAC 020122 to  022822 TLP GREEN.pdf
	From: Omer Usmani <ousmani@CCCTECHCENTER.ORG>  Sent: Monday, March 7, 2022 3:03 PM To: ISAC@LISTSERV.CCCNEXT.NET Subject: Fwd: Scanning and Exploiting IPs observed by MS-ISAC - 2/1/22 - 2/28/22 - TLP:GREEN
	---------- Forwarded message --------- From: MS-ISAC Advisory <MS-ISAC.Advisory@msisac.org> Date: Mon, Mar 7, 2022 at 12:23 PM Subject: Scanning and Exploiting IPs observed by MS-ISAC - 2/1/22 - 2/28/22 - TLP:GREEN To: MS-ISAC SOC <SOC@msisac.org>, MS...



