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RE: Sunshine request for logged data

Martin, Christopher Ralph <cmartin@semo.edu>
Wed 4/26/2023 4:49 PM

To: Hanson, Monica <mrhanson1s@semo.edu>

Monica,

This correspondence is in follow-up to my March 29 initial reply and it will serve to provide a final reply to your
request.

After reviewing your request against applicable statutory and legal authorities, it has been determined that
any documents that may be responsive to your request would be closed pursuant to Chapter 610 of the
Revised Statutes of Missouri. As such, there are no documents to provide. Specifically, RSMo 610.021(21),
which protects records that identify the configuration of components or the operation of a computer,
computer system, computer network or telecommunications network; and RSMo 610.021(22) that pertains to
digital certificates, physical and virtual keys, access codes or authorization codes that are used to protect the
security of electronic transactions. As stated in previous responses provided to you on other but similar topics,
disclosure of the type of information that you request would impair the University’s ability to protect the
security and safety of its systems and networks and it could expose the University’s internal procedures and
security controls, all of which are the very things the law protects.

With delivery of this reply to you, we will mark this particular request closed. That said, | would be happy to
arrange an in-person meeting with you, me, representatives from Information Technology, and possibly others
so that we can hear directly from you what information you are hoping to learn, why, and what, if anything,
we can potentially provide insights into. | have spoken with colleagues in IT and they would be willing to
participate in such a conversation. If you would be interested in an in-person meeting, please let me know so |
can assess how best to proceed.

Regards,

Chris

2 MAKING HISTORY
',7 o

SOUTHEAST MISSOURI
STATE UNIVERSITY - 1873 *

/| Chris Martin

Chief of Staff

Office of the President

T (573) 651-2322
cmartin@semo.edu

From: Hanson, Monica <adhansonls@semo.edu>
Sent: Wednesday, April 26, 2023 2:07 PM

To: Martin, Christopher Ralph <cmartin@semo.edu>
Subject: Re: Sunshine request for logged data

Chris,
While | know a deadline of this Friday, 4/28 was given, | was wanting to know if | could get an update
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regarding this. If you're not the appropriate person to contact regarding the current status, who
would | email regarding the status of it?

Additionally, due to a recent ticket updating my SE Key effective 4/26 at 1:58 PM CDT to reflect my
legal name, possible SE keys include adhansonls and mrhansonis.

Thank you for your time,

Monica Hanson

Pronouns: She/her

Phone Number: (618) 521-8178

Affiliation with LGBT Community: Lesbian, transgender (male to female)

From: Martin, Christopher Ralph <cmartin@semo.edu>
Sent: Wednesday, March 29, 2023 11:59 AM

To: Hanson, Monica <adhansonls@semo.edu>

Cc: Renner, Christie Anne <crenner@semo.edu>
Subject: RE: Sunshine request for logged data

Monica,

This will confirm receipt of your request below. Please note that additional time is needed to more formally
respond to your request. Specifically, | do not have the ability to perform the searches that are necessary to
determine whether there are public records responsive to your request. As such, | need to coordinate my work
with other offices such as the Department of Information Technology. | have shared your request with them
and | have asked for their assistance in conducting the necessary searches associated with this matter. Any
material they may identify will then be provided to me to assess whether it is a public record as defined under
the Missouri Sunshine Law, and also to review for any closures or redactions that may be allowed by law.
Given the searches that must take place, the highly technical nature of your request, and the coordination that
is necessary between offices it is my hope to provide you electronic access to any responsive material on or
before April 28, 2023. If | learn that this estimated access date must be extended due to the nature of your
request, | will let you know.

Regards,

Chris
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From: Hanson, Monica <adhansonls@semo.edu>
Sent: Sunday, March 26, 2023 11:54 PM
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To: Martin, Christopher Ralph <cmartin@semo.edu>
Subject: Sunshine request for logged data

Chris Martin
One University Plaza, Mail Stop 3300
Cape Girardeau, MO 63701

This is a request for public records under the Missouri Sunshine Law, Chapter 610, Revised Statutes
of Missouri, sent on March 26, 2023.

I request that you make available to me any data logged for my SEMO internet access accounts
(adhansonls, S02028878), including but not limited to MAC addresses logged, associated IP
address(es), and traffic linked to me (including but not limited packet, TCP session, and DNS traffic
records). While I understand that not all data ever associated with me still exists, I ask for all data
logged since August 2021, or whatever the largest interval of data available is.

I request that all fees for locating and copying the records be waived. The information I obtain through
this request will be used to identify the type of data logged and for how long it is retained, as the scope
of what is logged according to SEMOQO’s Network Usage Policies is very broad. This serves the public
interest as it gives the public an idea of what SEMO is logging in terms of user data.

If a fee waiver is not granted, please let me know in advance of any search or copying if the fees will
exceed $20.

If portions of the requested records are closed or exempt, please segregate the closed/exempt portions
and provide me with the rest of the records.

If you have any other questions about the terms of my request, please feel free to contact me.

Monica Hanson
adhansonls@semo.edu
mhanson@monicarose.tech
(618) 521-8178

Campus address:

321 Dearmont Circle
Myers 218

Cape Girardeau, MO 63701
Home address:

123 Lamb Road
Carbondale, IL 62902
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