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Amy Parker
amyipdev(@csu.fullerton.edu

Re: California Public Records Act Request Dated October 31, 2023

Dear Ms. Parker:

This letter is in response to your California Public Records Act (CPRA) request to the
Los Angeles Community College District (the “District”) dated October 31, 2023, in which you
requested the following:
1. All records/lists containing services/protocols, ports, and categories of domains
(or other applicable network provisions) which have outbound traffic from the
Rio Hondo College network blocked and/or monitored/logged.

The District has completed review of your CPRA request as required under
Government Code Section 7922.535 and as a result, the District responds as follows:

Monitoring/L.ogging

All outbound network traffic from all LACCD networks is logged, and the logs are
maintained for a minimum of 120 days.

Service-based Outbound Blocking:

The following services are blocked outbound from all LACCD networks:

e Remote Access Applications: pcanywhere, gotomypc, teamviewer, join-me, logmein

o Peer-to-Peer File-Sharing Applications: 4shared, 100bao, ants-p2p, ares, azureus,
bittorrent, bittorrent-sync, droplr, easyshare, eatlime, emule, fileguri, fileserve,
fileswire, fuze-meeting, gnutella, kazaa, kugoo, lotuslive, perfect-dark, retroshare,
soulseek, totodisk, transferbigfiles, warez-p2p, weiyun, winny, xunlei,

Descriptions of these services may be found at: https://applipedia.paloaltonetworks.com/
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Protocol-based Outbound Blocking

The following protocol is blocked outbound from all LACCD wireless networks: SMTP.

Port-based Outbound Blocking:

The following port is blocked outbound from all LACCD networks: TCP 445

“Categories of Domains” Outbound Blocking

The following categories of domains are blocked outbound from all LACCD networks:

Command and Control
Grayware

Hacking

Malware

Phishing

Ransomware

Descriptions of these URL categories may be found at:
https://docs.paloaltonetworks.com/advanced-url-filtering/administration/url-filtering-
basics/url-categories.

If we can be of further assistance, feel free to contact our office.

Sincerely,

Monika Kirenga, JD
Litigation Paralegal
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